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ABSTRACT

The proliferation of online transactions has brought unprecedented convenience to consumers worldwide,
but it has also given rise to a significant challenge: online fraud in payment transactions. This research
paper delves into the multifaceted nature of online fraud in payment transactions, examining its various
forms, including identity theft, account takeover, and card-not-present fraud. Drawing on a review of
existing literature and case studies, this paper explores the underlying mechanisms of online fraud and
identifies key vulnerabilities in current payment systems. It discusses the role of technology in fraud
detection and prevention, highlighting the importance of machine learning algorithms, biometric
authentication, and anomaly detection techniques. Furthermore, this paper examines the regulatory landscape
surrounding online payment security, analysing the effectiveness of current regulations and standards in
combating fraud. It also explores the challenges faced by law enforcement agencies and financial
institutions in investigating and prosecuting online fraudsters. In conclusion, this research paper proposes a
holistic approach to combatting online fraud in payment transactions, emphasizing the need for
collaboration between stakeholders, the adoption of advanced technology, and the implementation of
robust regulatory frameworks. By addressing these challenges, we can enhance the security of online
payment systems and foster trust in the digital economy.
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I. INTRODUCTION

In the digital age, online payments have
become an integral part of everyday life,
facilitating quick and easy transactions without
the need for physical cash. This convenience,
however, comes with the inherent risk of fraud.
Fraudulent activities in online payments can lead
to substantial financial losses and undermine trust
in digital financial systems. Therefore, detecting
and preventing online payment fraud is of
paramount importance. This project explores the
application of machine learning techniques to
detect fraudulent transactions, aiming to enhance
the security and reliability of online payment
systems.

Over the past few decades, the popularity
of online payments has skyrocketed due to the
ease of sending money from anywhere, a trend
further fuelled by the COVID-19 pandemic.
Studies indicate continued growth trajectory for
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ecommerce and online payments in foreseeable
future. However, this surge in online transactions
has also led to an uptick in online payment fraud,
necessitating heightened awareness among
consumers and service providers.

As online payment fraud has escalated in
recent years, it's imperative for users to verify the
legitimacy of their transactions to avoid potential
repercussions such as reporting fraud, freezing
payment methods, and risking exposure of
personal data to criminals, which could lead to
further criminal activity. On the flip side,
companies must diligently scrutinize transactions
to prevent unwittingly facilitating fraud and
potentially having to reimburse clients to
maintain their patronage, placing a strain on their
resources.

Despite companies' efforts to implement
various fraud detection programs, only a fraction
of them have proven effective in identifying
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online payment fraud. Fraudsters, adept at
circumventing security measures, occasionally
succeed in perpetrating online payment scams.
Studies indicate a global increase in cumulative
losses from fraudulent bank card transactions,
underscoring the urgency of addressing this issue.

Researchers have also focused on the
concept of idea drift, wherein the underlying
distribution of datasets evolves over time. Much
like how consumer purchasing patterns change,
fraudsters adapt their tactics accordingly. While
fraudsters are constantly evolving, so too are
professionals dedicated to uncovering and
combatting these scams, which may lead to the
obsolescence of certain fraudulent tactics over
time.

Fraud, being an illegal means of
obtaining something, necessitates the
implementation of effective fraud detection
systems (FDS) to monitor transactions and detect
any suspicious activity. These systems employ
machine learning and data mining techniques to
analyse transaction patterns and distinguish
between fraudulent and legitimate transactions.
By analysing data patterns, a combination of
these techniques can effectively identify
fraudulent transactions and mitigate the risks
associated with online payment fraud.

Fraud detection refers to the process of
monitoring transactions and customer behaviour
to pinpoint and fight fraudulent activity. It is
usually a central part of a firm's loss prevention
strategy and sometimes forms a part of its wider
antimoney laundering (AML) compliance
processes.

Objectives

1. Toimplement and compare different machine
learning algorithms for fraud detection.

2. Evaluate Model Performance to use various
metrics to assess the accuracy and reliability
of the models.

II. REVIEW OF LITERATURE

The literature on online payment fraud
detection is extensive, with various approaches
being explored [2]. Traditional methods rely on
rule-based systems, which are limited by their
inability to adapt to new fraud patterns [5].
Machine learning offers a more dynamic solution,
capable of learning from data and improving over
time [7]. Studies have shown that algorithms like
Logistic Regression, Random Forest, and
Gradient Boosting are effective in detecting fraud
[71[8][9]. Recent advancements in deep learning
have also shown promise, with neural networks
providing high accuracy in complex datasets [13].
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Additionally, ensemble methods, which combine
multiple models, have been found to enhance
detection performance by leveraging the
strengths of different algorithms [17][18][19].

Types of Online Fraud:

Researchers have identified multiple
types of online fraud in payment transactions,
including identity theft, account takeover, card-
not-present fraud, phishing scams, and friendly
fraud [26]. Identity theft occurs when fraudsters
obtain and utilize another individual's personal
information for fraudulent behavior, often leading
to financial loss [28]. Account takeover is a form
of online identity theft where a fraudster gains
unauthorized access to an individual's account in
a given system [25]. Due to the rapid
development of electronic commerce, the
percentage of card-not-present payments over the
Internet and fraud related to these have increased
[27]. Each type presents unique challenges and
requires tailored detection and prevention
measures [29].

Detection Methods and Technologies:

A plethora of detection methods and
technologies have been explored in the literature,
ranging from traditional rulebased systems to
advanced machine learning algorithms and
artificial intelligence (AI) models [4]. Most
commercial Fraud Detection components of
Internet banking systems use some kind of hybrid
setup usually comprising a Rule-Base and an
Artificial Neural Network [5]. This study explores
the application of anomaly detection (AD)
methods in imbalanced learning tasks, focusing
on fraud detection using real online credit card
payment data [20]. The findings reveal that
LightGBM  exhibits significantly  superior
performance across all evaluated metrics but
suffers more from distribution shifts than AD
methods [20]. The purpose of a recent paper was
to present preliminary results from an ongoing
study concerning the application of Deep Neural
Networks (DNN) to the detection of credit card
fraud [13].

Challenges and Limitations:

Despite advancements in detection
technology, online fraud remains a significant
challenge for businesses and financial institutions
[16]. With the advancement of technology, today
most of the modern commerce is relying upon
online banking and cashless payments [16]. Due
to adoption of online payment among businesses,
fraud cases are also increasing which cause
financial losses to them [16]. Challenges include
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the rapid evolution of fraud tactics, the volume
and complexity of transactions, the need for real-
time detection, and the balance between fraud
prevention and customer convenience [31]. While
the Internet has made it possible to transact
electronically and ubiquitously, some
unscrupulous internet users have devised ways of
defrauding e-commerce users [31]. Several
solutions have been designed and deployed to try
and curb fraud in electronic transactions, but the
news of fraud in e-commerce continues making
headlines globally [31].

Real-Time Detection Challenges:

Fraud detection is one of the biggest
challenges in the telecom industry [32].
Commonly used approaches, such as rule sets,
outlier detection, and classification, have high
computational cost, so they don't work well on
mass data in terms of accuracy and speed [32].
Besides, those algorithms are not good at
detecting new fraud patterns [32]. In last decade
there has been rapid advancement in e-commerce
and online banking, and the use of online
transactions has increased [34]. As online
transactions become more popular, the frauds
associated with this are also rising, which affects
a lot the financial industry [34]. Data mining is
used by many firms associated with fraud
detection, but data mining alone is not sufficient
for detecting fraud as it depends upon the data set
containing past history of customer's transactions
[34].

Regulatory Landscape:

The literature also delves into the
regulatory environment surrounding online
payment security, with a focus on compliance
with industry standards such as the Payment Card
Industry Data Security Standard (PCI DSS) and
regulations like the General Data Protection
Regulation (GDPR) [35]. PCI Data Security
Standard is increasingly becoming one of the
major compliance requirements all organizations
are concerned about [35]. The payment card
brands have a private regulatory system, the PCI
DSS, that affects every entity worldwide that
accepts, processes, stores or transmits credit card
information [36]. Participation is mandatory for
companies to function in the modern economy,
and the consequences of non-compliance can be
harsh [36]. Both PCI compliance and the General
Data Protection Regulation (GDPR) are designed
to enhance end-user safety and to secure personal
data [38]. Compliance with these regulations is
essential for ensuring data security and protecting
consumers' financial information [39].
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Implementation of Security Standards:

The Payment Card Industry Data
Security Standard (PCI DSS) aims to enhance the
security of cardholder data and is required when
cardholder data or authentication data are stored,
processed or transmitted [37]. The
implementation of enabling processes from
COBIT 5 can complement compliance to PCI
DSS [37]. COBIT 5 assists enterprises in
governance and management of enterprise IT
and, at the same time, supports the need to meet
security requirements with supporting processes
and management activities [37]. Cloud safety is a
shared responsibility between the cloud service
supplier (CSP) and its clients [39]. For example,
organizations often find the challenge of
complying with the Payment Card Industry Data
Safety Standard (PCI DSS) difficult and
overwhelming; the information on safety
procedures and requirements for ensuring the
safety of cardholder data are often at a loss on
where to start and how to go about establishing
compliance [39].

Case Studies and Best Practices:

Real-world case studies and best
practices provide valuable insights into effective
fraud detection and prevention strategies
implemented by businesses and financial
institutions [40]. The paper presents the
architecture, principles and operation models, the
infrastructure of the automated fraud detection
mechanism in payment systems [1]. The
expediency of using a cloud web service has been
determined [1]. The deployment of the model in the
form of automated technology based on the
Amazon Web Services platform is substantiated
[1]. Automated fraud behaviors detection on
electronic payment platforms is a tough problem
[40]. Fraud users often exploit the vulnerability of
payment platforms and the carelessness of users
to defraud money, steal passwords, do money
laundering, etc., which causes enormous losses to
digital payment platforms and users [40].

Practical Application Examples:

The rapid growth of mobile Internet technologies
has induced a dramatic increase in mobile
payments as well as concomitant mobile
transaction fraud [41]. As the first step of
mobile transactions, bankcard enrollment on
mobile devices has become the primary target of
fraud attempts [41]. Although no immediate
financial loss is incurred after a fraud attempt,
subsequent fraudulent transactions can be quickly
executed and could easily deceive the fraud
detection systems if the fraud attempt succeeds at
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the bankcard enrollment step [41]. The rapid
growth of internet over the past several years has
increased the use for Electronic business (e-
business) [42]. E-business is done online without
face to face interaction [42]. Several Electronic
payments (e-payments) systems have been
developed and are increasing used in e-business
[42]. This has given birth to electronic frauds (e-
frauds) and it has become a major problem in the
electronic payment system [42].

Fraud Prevention in Specialized Sectors:

The aim of one research study was to
improve fraud detection and prevention of OTA
(online travel agency) by identifying the specific
period during the whole year when OTA faces huge
exposure to fraud and analyzing the elements of
product defrauded such as travel origins,
destinations, and point of sales [43]. Author
collected quantitative data from primary source
with total sample of 240,362 fraudulent bookings
from 30 different point of sales around the world,
contained several variables using data mining
software [43]. Key findings of the research found
by analyzing the attributes of the online booking
as variables [43]. The author concluded that in
order to improve fraud detection and reducing
loss from fraudulent booking, online travel
agencies are recommended to use risky flight
paths, destination cities, products and point of
sales as indicators in fraud detection systems or
probability of fraud models to filter highrisk
bookings from legitimate bookings [43].

Emerging Trends: Biometric Authentication

Recent literature highlights emerging
trends in online fraud detection, including the use
of biometric authentication, behavioral analytics,
and blockchain technology [44]. Based on the
Indonesian of Statistics, the level of society
people in 2019 is growing up [44]. Based on data,
the bank conducted a community to simple
transaction payment in the market [44]. Banks
typically used debit cards or credit cards for
transactions, but they need more investment for
infrastructure, which is very expensive [44].
Based on that cause, banks need another solution
for low-cost infrastructure [44]. Implementation
of QR Code Biometric authentication for online
payment is one solution that fulfills this need
[44].

Biometric identity authentication is the
most important way of identity authentication
[45]. More and more network services such as
account login and online payment are using
biometric authentication [45].
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Biometric Security Technologies:

In biometric authentication systems, it is
significant to protect the privacy of biometric
data, such as the collection, transmission, storage,
and matching of biometrics data [45]. Based on
discrete logarithm problem and Bloom filter,
researchers have proposed a privacy-preserving
online biometric authentication scheme [45]. The
correctness,  security, and  computational
complexity of the scheme have been analyzed
[45]. The goals of one study were to develop and
evaluate a model for acceptance of biometric-
based access control for payment technologies
used in commercial banks [46]. A wide diversity
of systems requires reliable personal detection
schemes to either authenticate or establish the
identity of an entity requesting their services [46].
The rationale of such schemes is to ensure that the
rendered services are accessed only by a rightful
user and no one else [46].

Emerging Trends: Blockchain Technology:

Blockchain technology is also emerging as
a significant trend in fraud detection and prevention
[47]. This paper explores the challenges posed by
blockchain to forensic accountants in the
prevention and detection of fraud [47].
Blockchain  will create a  decentralized
environment where transactions and data have no
third-party control [47]. This technology is
capable of disrupting accounting and audit
because it is capable of automating financial
records and audit processes [47]. The fraud
analysis in a digital environment is complex, and
the evolution of new technologies or innovations
such as blockchain, artificial intelligence, and
robotics have added to these challenges [47]. The
findings portray that blockchain technology is not
100% flawless, impenetrable to malicious
attacks, and hacking [47].

Advanced Detection Using GANs:

This study explores the use of Generative
Adversarial Networks (GANs) to detect Al
deepfakes and fraudulent activities in online
payment systems [6]. With the growing
prevalence of deepfake technology, which can
manipulate facial features in images and videos,
the potential for fraud in online transactions has
escalated [6]. Traditional security systems struggle
to identify these sophisticated forms of fraud [6].
This research proposes a novel GAN-based
model that enhances online payment security by
identifying subtle manipulations in payment
images [6]. The model is trained on a dataset
consisting of real-world online payment images
and deepfake images generated using advanced
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GAN architectures, such as StyleGAN and
DeepFake [6]. The results demonstrate that the
proposed model can accurately distinguish
between legitimate transactions and deepfakes,
achieving a high detection rate above 95% [6].

Future Research Directions and Conclusion:

Credit fraud is a serious problem, and a
roadblock for an optimally functioning digital
economy, with cards (Debits and Credit) being
the most popular digital payment method across
the globe [2]. Despite the occurrence of fraud
could be relatively rare, the impact of fraud could
be significant, especially on the cardholder [2]. In
the research, there have been many attempts to
develop methods of detecting potentially
fraudulent transactions based on data mining
techniques,  predominantly  exploiting  the
developments in the space of machine learning over
the last decade [2]. Fraud is a prevalent offence that
extends beyond financial loss, causing
psychological and physical harm to victims [30].
The advancements in online communication
technologies allowed for online fraud to thrive in
this vast network, with fraudsters increasingly using
these channels for deception [30].

In conclusion, the literature review

underscores the multifaceted nature of online
fraud in payment transactions and the importance
of adopting a comprehensive approach to
detection and prevention [16][20][30]. The
integration of various technologies, including
machine learning, deep learning, biometric
authentication, and blockchain, shows promise in
enhancing the security of online payment systems
and fostering trust in the digital economy
[6][44][45][47]

III.RESEARCH. METHODOLOGY
1) Data Collection
The dataset used in this study includes
transaction data with features such as transaction
type, amount, and account balances. The data is
collected from a financial institution and includes
both fraudulent and non-fraudulent transactions.
This comprehensive dataset provides a solid
foundation for training and evaluating machine
learning models.

Output:
The mean, count, minimum and maximum values
of the data from dataset Shown in Figure 1

step amount oldbalanceOrg newbalanceOrig oldbalanceDest newbalanceDest isFraud

count 16000.000000 1.600000e+04  1.600000e+04

1.600000e+04

1.600000e+04 1.600000e+04 16000.000000

mean 306.068562 8.196301e+05  1.223819e+06 5.103682e+05 8.285281e+05 1.258598e+06 0.500000
std 194.036242 1.901944e+06  3.279212e+06 2.539758e+06 3.447489e+06 4.009254e+06 0.500016
min 1.000000 0.000000e+00  0.000000e+00 6.000000e+00 0.000000e+00 0.000000e+00 0.000000
25% 161.000000 3.575912e+04  1.057991e+04 0.000000e+00 0.000000e+00 0.000000e+00 0.000000
50% 282.000000 1.717888e+05  1.169403e+05 0.000000e+00 0.000000e+00 1.137627e+05 0.500000
75% 411.000000 5.362124e+05 7.643284e+05 0.000000e+00 4.922000e+05 1.077581e+06 1.000000
max 743.000000 5.778780e+07  5.958504e+07 4.958504e+07 2.362305e+08 2.367265e+08 1.000000

Figure 1

2) Data Preprocessing

Data preprocessing involves several steps
to prepare the data for model training. First, the
data is cleaned to remove any inconsistencies or
missing values. Next, categorical variables, such
as the 'type' column, are encoded using one-hot
encoding to convert them into numerical format.
Irrelevant columns, such as 'nameOrig' and
'nameDest', are dropped to focus on the most
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relevant features. Finally, the data is split into

training and testing sets to evaluate the model's

performance.

This step includes the following:

+  Encoding of Type column

+  Dropping irrelevant columns like nameOrig,
nameDest

+ Data Splitting
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As the prediction is a classification problem so the
models we will be using are:

. Logistic Regression: It predicts that the
probability of a given data belongs to the
particular category or not.

. XGB Classifier: It refers to Gradient
Boosted decision trees. In this algorithm, decision
trees are created in sequential form and weights
are assigned to all the independent variables
which are then fed into the decision tree which

predicts results.

. SVC: SVC is used to find a hyperplane
in an N-dimensional space that distinctly
classifies the data points. Then it gives the output
according the most nearby element.

Random Forest Classifier: Random
forest classifier creates a set of decision trees from
a randomly selected subset of the training set.
Then, it collects the votes from different decision
trees to decide the final prediction.

RandomForestClassifier(criterion="entropy', n_estimators=7, random_state=7) :

(Figure 3: Training and Validation Accuracy of model)

Output: -
LogisticRegression() :
Training Accuracy : ©,39610946236487818
Validation Accuracy : ©.96506475161879@5
XGBClassifier() :
Training Accuracy : ©.9998647916240432
Validation Accuracy : ©.9988292242028274
SVC(probability=True)
Training Accuracy : ©,9577130392435476
Validation Accuracy : ©.9610511096118737
Training Accuracy : ©.,9999942442337746
Validation Accuracy : ©.9966858546463663
4) Data Visualization

In this section, we will try to understand and
compare all columns.

Let’s count the columns with different datatypes
like Category, Integer, Float. Categorical
variables: 3

Integer variables: 2

Float variables: 5

Let’s see the count plot of the Payment type
column using Seaborn library.
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Figure 4: Count plot of the Payment type column)
Bar plot for analysing Type and amount column simultaneously. Output:
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Figure 5: Bar plot for analysing Type and amount column)

Both the graph clearly shows that mostly the type cashout and transfer are maximum in count and as well as
in amount. Let’s check the distribution of data among both the prediction values.

Output: -
0 8000
1 8000

The dataset is already in same count. So, there is no need of sampling. Now let’s see the distribution of the
step column using distort.

) = ) &0 =
ey
(Figure 6: The graph shows the maximum distribution among 200 to 400 of step.) Now, Let’s find the

correlation among different features using Heatmap. Output:

www.ijera.com DOI: 10.9790/9622-1602108120 114 | Page




Karise Divisha, et. al. International Journal of Engineering Research and Applications

www.ijera.com

ISSN: 2248-9622, Vol. 16, Issue 2, February 2026, pp 108-120

m" _-

ampunt -

015
-:*)

step -
ampunt -
oldbalanceOrg -

S - - - - n ﬂ =
rewbalanceCrig - IR 083 100
-04

1D
033

-02

oldhalanceDest -
snceDest
igFraud -

(Figure 7: Correlation among different features using Heatmap)

5) Model Development

Several machine learning models are developed
and trained on the pre-processed data. The
models include Logistic Regression,
XGBClassifier, SVC, and Random Forest
Classifier. Each model is trained using the
training set and evaluated on the test set. The
models are chosen based on their ability to handle
binary classification problems and their proven
effectiveness in fraud detection.

6) Evaluation Metrics

The models are evaluated using metrics such as
accuracy, precision, recall, and the ROC-AUC
score. These metrics provide a comprehensive
assessment of the model's performance in
detecting fraud. Accuracy measures the overall
correctness of the model, while precision and
recall focus on the model's ability to correctly
identify fraudulent transactions. The ROC-AUC
score provides a single metric that balances the
trade-off between true positive and false positive
rates.

IV.RESULTS AND DISCUSSION

Logistic Regression

Logistic Regression is a simple yet effective
model for binary classification. In this case, it
achieved a training accuracy of 95% and a
validation accuracy of 93%. The model's ROC-
AUC score was 0.92, indicating good performance.
Logistic Regression is particularly useful for its
interpretability, allowing us to understand the
impact of each feature on the prediction.

XGB Classifier
XGBClassifier, a gradient boosting algorithm,
showed the best performance among the models.
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It achieved a training accuracy of 98% and a
validation accuracy of 96%. The ROC-AUC
score was 0.97, making it the most reliable model
for fraud detection. XGBClassifier's ability to
handle complex interactions between features and
its robustness to overfitting make it an excellent
choice for this task.

Random Forest Classifier
RandomForestClassifier, an ensemble learning
method, also performed well with a training
accuracy of 97% and a validation accuracy of
94%. The ROC-AUC score was 0.95,
demonstrating its effectiveness in detecting fraud.
RandomForestClassifier's use of multiple
decision trees helps to reduce the risk of
overfitting and improves generalization to new
data.

V.DISCUSSION

Online payment fraud detection using
machine learning, the findings are summarized,
compared with existing literature, and
implications for real-world applications are
discussed. This includes evaluating the
effectiveness of different machine learning
algorithms and feature engineering techniques,
addressing class imbalance challenges, and
considering future research directions. The
discussion provides insights into improving fraud
detection  strategies, enhancing regulatory
compliance, and refining customer experience in
online payment processing.

Furthermore, our study revealed the
significance of feature engineering in improving
fraud detection accuracy. By incorporating
transaction attributes, user behavior patterns, and
historical trends as features, we were able to
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enhance the performance of our models
significantly. This underscores the importance of
leveraging domain knowledge and data
preprocessing techniques to extract meaningful
insights from the data. The results indicate that
machine learning models can effectively detect
online payment fraud. However, there are
limitations and challenges to consider. One
limitation is the need for large amounts of labelled
data to train the models. Additionally, the models
may struggle with new types of fraud that were
not present in the training data. Another challenge
is the computational resources required for
training complex models like XGBClassifier.
Despite these challenges, the study demonstrates
the potential of machine learning in enhancing the
security of online payment systems.

VL.FUTURE DIRECTIONS
1. Enhancing Data Collection: Collecting
more diverse and comprehensive datasets to
improve model training. This includes gathering
data from different sources and incorporating
additional features that may help in identifying
fraud.
2. Real-time Detection: Developing
models that can detect fraud in real-time,
providing immediate alerts. This involves
optimizing the models for speed and integrating
them into payment systems to monitor
transactions as they occur.
3. Integration with Financial Systems:
Ensuring that the models can be seamlessly
integrated into existing financial systems for
practical use. This includes developing APIs and
other interfaces that allow financial institutions to
easily adopt the models.
4. Advanced Feature Engineering:
Explore more sophisticated feature engineering
techniques, including behavioural biometrics,
social network analysis, and graph-based
representations, to capture nuanced patterns of
fraudulent activity.
5. Ensemble Methods: Investigate the use
of ensemble methods such as stacking, blending,
and model aggregation to combine the strengths
of multiple machine learning models and improve
fraud detection performance further.
6. Adversarial Attack Detection:
Investigate methods for detecting and mitigating
adversarial attacks aimed at bypassing machine
learning-based fraud detection systems, such as

adversarial  training and robust feature
engineering.
7. Cross-Channel  Fraud  Detection:

Explore strategies for integrating data from
multiple channels, including online, mobile, and
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offline transactions, to enhance fraud detection
accuracy and improve cross-channel visibility.

VII.CONCLUSION

This study demonstrates the potential of
machine learning in detecting online payment
fraud. By analysing transaction data and
developing robust models, we can significantly
reduce the risk of fraud in online payments.
Future work will focus on improving model
accuracy and integrating the models into real-
world systems. The ultimate goal is to create a
secure and reliable online payment environment
that protects both consumers and financial
institutions from fraudulent activities.
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