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Abstract: 
The twenty first century is marked as the digital era. It involves the use of computers and other devices like 

smartphones in every aspect of life. It is becoming increasingly important to understand the usages of such devices 

and to protect ourselves from malicious actors on digital platforms. The concept of authentication is not new, it 

started with Fernando Corbató in the 1960s when he developed the system of passwords for the MIT Compatible 

Time-Sharing System (CTSS) [1]. However, we have come a long way from using passwords and personal 

identification numbers (PINs) since they have fallen weak in the face of modern adversaries and attacks like 

phishing. This paper presents and discusses the FIDO2 standard for passwordless authentication for the protection 

of digital resources and assets. FIDO2 standard uses cryptographic challenge-response system combined with 

trusted computing to make the process of authentication truly Phishing resistant [2]. This paper presents a 

comprehensive view of FIDO2 specification standards and implementation. 

 

I. Introduction: 
A user’s online identity is as important as 

his physical identity in the digital world. The act of 

proving the identity of oneself while gaining access 

to an online resource is known as authentication [3]. 

Authentication is important prior to accessing 

sensitive information like bank or other financial 

details, confidential data. A user can prove his 

identity to a digital system by giving the evidence 

of: 

 Something he knows (knowledge-based 

factors) 

 Something he is (inherence factor) 

 Something he has (possession factor) 

For stronger authentication systems a 

combination of two or more factors can be used. 

This is known as multi-factor authentication. For 

example, in ATM machines, the user would usually 

need two factors namely the ATM card which falls 

under the possession factor, followed by the ATM 

PIN which is a knowledge-based factor. 

For a long period of time, knowledge-based 

factors involving username and password were used 

for user authentication. But as time went by, 

adversarial actors were able to breach the same. 

There were incidents where databases containing 

passwords were breached [4], many cases of 

phishing where the adversarial actors developed 

fake websites to trick users into revealing their 

passwords [5], password guessing and more. Various 

attacks on password-based systems include 

keylogging, phishing, vishing, social engineering 

and more. 

Inherence-factors involve the use of 

biometrics, for example facial recognition, 

fingerprint identification and so on. However, the 

same is vulnerable to presentation attacks [6]. 

Presentation attacks involve the use of pictures of 

the target, 3D models or deepfakes to gain access 

through the biometric recognition system [7]. 

Possession-based factors have proven to be 

secure against such remote attacks. This is because 

it requires the authorized user to physically connect 

the device, smart card, security key to the computer 

or bring it very close to the computer he is 

authenticating on to prove his identity.  

FIDO2 is a possession-based 

authentication standard for web applications. It 

involves device attestation [8] with cryptographic 

challenge-response system to ensure that only the 

security key or smartcard possessed by the 

legitimate user can be used to authenticate him. It 

further uses trusted computing to ensure that the 

security key cannot be cloned, and the secrets cannot 

be extracted. This is in adherence to the standards set 

by the US government [9]. 

 

FIDO2: The standard 

FIDO2 makes it easier for users to authenticate 

themselves without having to memorize complex 

passwords and at the same time makes it more secure 

against attacks on conventional authentication 

standards. It is heavily reliant on public key 

cryptography and uses cryptosystems like RSA [10] 

or ECDSA [11].  
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The FIDO2 standard is comprised of two major 

standards: 

 Web Authentication (WebAuthn) [12], a 

standard that defines how web browsers can access 

and deal with public key credentials. 

 Client to Authenticator Protocol (CTAP) 

[13], a standard that defines the communication with 

secure elements and security keys for cryptographic 

operations. 

FIDO2 standard encourages storing private 

cryptographic secrets on a Secure Element (SE) 

[14], a Trusted Platform Module (TPM) [15], a 

Trusted Execution Environment (TEE) [16] or a 

Hardware Security Module (HSM) [17]. These 

ensure that the secret stays on the device itself and 

cannot be cloned or copied to other devices. The 

private keys never leave the device. These devices 

can perform cryptographic operations without 

passing the secrets to the CPU or memory of the host 

computer and include: 

 Secure Element (SE): It is used in physical 

security keys and smart cards. It is extremely 

lightweight. 

 Trusted Platform Module (TPM): It is 

mostly used in PCs and laptops. Most modern 

computers have inbuilt TPM. It can perform a host 

of cryptographic operations and is used by other 

authentication systems too, including Windows 

Hello. 

 Trusted Execution Environment (TEE): It 

is a software defined secure sector on the CPU. It is 

used mostly in mobile devices that do not have a 

dedicated CPU. It ensures the cryptographic 

operations are performed on the specified sector of 

the CPU only and the keys are not communicated to 

the other parts of the CPU or memory. 

 Hardware Security Module (HSM): These 

are mostly found in datacenters for storing 

cryptographic materials. It is a network connected 

device and is used as a key vault. 

FIDO2 has been instrumental and has been 

implemented in various scenarios like in cases of 

user authentication in the metaverse [18], for 

securing physical assets on IoT based lockers [19] 

and more. 

 

FIDO2 Workflow: 

FIDO2 implementation involves a verifier and a 

claimant. The claimant requests to sign in to a 

service and the verifier verifies whether the claimant 

is the one who he claims to be. The ‘verifier’ is also 

known as a ‘Relying party’ (RP). The claimant can 

also be referred to as the ‘user’ or ‘client’. 

FIDO2 has two workflows. One is for a new user 

registration, also known as registration workflow, 

sign-up workflow or enrollment workflow. The 

other is for authenticating users, also known as 

authentication workflow or sign-in workflow. 

Registration workflow: The user requests to enroll a 

new security key or device to the relying party. The 

relying party responds with a random cryptographic 

challenge. 

The web browser of the user’s device forwards the 

challenge and the domain name of the relying party 

(also known as RP ID) to the Cryptographic element. 

The cryptographic element generates new keypair. It 

signs the challenge and a hash of the RP ID with the 

private key. The private key is stored in the 

cryptographic element itself. 

The signed challenge and the public key are then 

sent back to the relying party. It verifies the signed 

challenge and the RP ID hash to ensure that it was 

signed properly and was not subject to any man-in-

the-middle attacks. The public key is then stored in 

the database of the Relying party. 

Figure 1 shows the registration workflow. 

Authentication workflow: The user requests to 

authenticate to the Relying party. The relying party 

responds with a random cryptographic challenge.  

The web browser of the user’s device forwards the 

challenge and the domain name of the relying party 

(also known as RP ID) to the Cryptographic element. 

The cryptographic element the challenge and a hash 

of the RP ID with the previously stored private key.  

The signed challenge is then sent back to the relying 

party. It verifies the signed challenge and the RP ID 

hash with the previously stored public key to ensure 

that it was signed properly and was not subject to 

any man-in-the-middle attacks. When it is 

successful, the relying party authenticates the user 

successfully. 
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Figure 1: Registration workflow. 
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Figure 2: Login workflow. 

 

User experience:  

The user can use their personal device 

containing TPM or TEE as their cryptographic 

device. This includes devices running Android 7 or 

up, iOS 7 or up, Windows 10 build 1903 or up. The 

user can further use physical security keys or 

smartcards as the secure element. Organizations also 

issue security keys to their employees to ensure 

secure authentication on internal applications.  
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Figure 3 shows a physical security key. 

 
Figure 3: FIDO2 security key. (Yubico Security 

Key) 

 

Further, using the same is extremely convenient for 

the user. When a user attempts to sign in to a service, 

the computer prompts to connect a physical security 

key or to use fingerprint or computer pin to allow 

authentication. The rest of the process is automated 

and abstracted from the end user for the sake of 

simplicity. 

Figure 4 shows the computer prompting for 

fingerprint and figure 5 shows the computer 

prompting to connect physical security key, 

 

 
Figure 4: Prompt for fingerprint. 

 
Figure 5: Prompt for physical security key. 

 

II. Conclusion 
Hence, we discuss the merits and 

implementation of FIDO2 based passwordless 

authentication and identity management. This would 

be instrumental in mitigating vulnerabilities 

associated with traditional authentication factors. 

This would also be instrumental in making sign in 

process a lot easier and simpler for end users. It can 

be deployed in any web application with ready to use 

SDKs delivered by various open-source projects. 
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