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Abstract

In this paper, we proposed a test method to measure Jamming Margin in Wi-Fi systems (for Direct Sequence
Spread Spectrum (DSSS) modulation schemes). In this method, jamming margin will be detected using Packet
Error Rate (PER) and Signal to Noise Ratio (SNR) both taken as reference. To evaluate the jamming margin,
Signal generator is used to generate jammer signals to block the signals between Wi-Fi AP and Client. Results
shows that the proposed test method can detect jamming margin. Index Terms—Packet error rate, Bit Error
Rate, Jamming Margin, RSSI, Jammer to Signal Ratio, Signal to Noise Ratio.
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I. INTRODUCTION

Jammers that aim to block the legitimate
transmissions by injecting jamming signals into
wireless media can severely degrade network
performance. Multiple types of jammers, such as
constant jammers, random jammers, reactive
jammers and smart jammers, have been found to
attack wireless networks and have received
extensive research attention [1]-[5]. Most existing
anti-jamming techniques assume accurate jamming
detection [6]-[8]. For example, a code tree system
based on the unique properties of code sequences to
detect jamming attacks in spread spectrum
communication systems was proposed in [6]. In
[7], a new jamming detection approach was
presented using the measure of correlation among
the error and the correct reception times. Jamming
detection has become an important issue to
improve security in wireless networks [10]. Signal-
to-Noise ratio and Packet Error Rate has been used
to detect jamming in direct sequence spread
spectrum systems.

Most existing work on jamming detection
focus on sensor networks and traditional Wi-Fi
systems. In this paper, we investigate the jamming
margin in Wi-Fi systems based on the Received
Signal Strength Indicator (RSSI), SNR and PER for
IEEE 802.11b systems as the type of modulation
used is DSSS. Signal generator is used to generate
jammer signals, which are performed to evaluate
the impact of jamming attacks on the transmission
between wireless systems. Results show that it can
detects jamming margin accurately. We present a
Jamming Margin measurement for Wi-Fi systems
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in Section II. Results are provided in Section III.
Finally, we conclude our work in Section IV.

II. JAMMING MARGIN
MEASUREMENT

In this paper, we consider the transmission
between Wi-Fi systems. A Wi-Fi system consists of
Wi-Fi Access Point and Wi-Fi client. Jammer
signal is combined with desired signal output from
Access Point and then fed to Client Wi-Fi system
to detect the jamming margin. More specifically, a
high packet loss rate can result from jamming or a
large channel fading between the Client and AP.
Here, we present a jamming detection method for
Wi-Fi systems based on the packet error rate and
the throughput received at the Client using Jperf
tool. Generally this measurement will be carried
out at RSSI 1 levels of at around-45dBm to -
60dBm.A high signal strength corresponds to low
packet error rate. A low RSSI results in high packet
loss. This occurs due to large propagation loss. In
the proposed jamming detection criteria is based on
observation that the absence of jamming
corresponds to a low packet error rate. The test
measurement setup is shown in figurel.
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Figure 1: Test Setup for Jamming Margin
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Proposed procedure for measuring Jamming
Margin:

This measurement can be performed in
two steps. In first step, we have to measure band
power (EIRP) using a Spectrum Analyser with
channel power option [1] with connecting fixed
attenuator 6dB by setting channel 2&lowestlevel at
2.4GHz Radio port 0/1. In the second step ensure
the RSSI at client side should be -45dBm to -
60dBm by adjusting variable attenuator value now
from signal generator, apply the jammer signal of
configured channel frequency (for channel no. 2, it
is 2.417GHz) with level at -25dBm and then run
Jperf in Laptops which are connected to AP to Wi-
Fi Client and check for 0% Packet Error Rate. Then
slowly increase the signal level in steps of
1/0.5dBand check PER% for every step and note
down the signal generator signal level till the
allowed maximum PER <7.31%. Using Jperf tool
in both Laptops, check the throughput. Repeat the
above procedure for any selected channels from1 to
11.

Follow below settings to run the Jperf tool:AP
(Access Point)Jperf mode: Client, Server address
& Port: Server IP address & Port number, Protocol:
UDP, Transmit time: 60sec, UDP Bandwidth: Set
as shown in the below table, UDP packet size: 1000
octets.

Client

Jperf mode: Server, Protocol: UDP, UDP packet
size: 1000 octets.

After configuration, click on start button and check
the average receiving packets in the client side for
60 sec. Send the packets from AP to client and
check that client is able to receive packets with <
7.31% error rate (average for 60 sec). If packet loss
is more than 7.31%, then reduce ‘UDP Bandwidth’
at AP side and repeat the above procedure.
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III. RESULTS
From the measurement results, we will find out
Jamming Margin and further we will calculate the
processing gain. Standards specifies that the
processing gain of a direct sequence systems shall
be minimum10dB.

Formula for Calculation of Processing Gain
(PG):

Processing Gain = S/N + M; + L,

Where S/N = Signal to Noise Ratio required at the
receiver output for 10°bit error rate of an ideal
receiver for the demodulation schemes

M; = Jamming Margin or Jammer to Signal (J/S)
Ratio

L, = System losses (2dB max)

Packet Size of 1000octets in which Payload as 950
octets,

Bit Error Rate (BER) 10 taken as reference.

S/N= 13.0 dB (taken from Wireless Information
Networks by Pahalvan & Levesque)

Then Packet Error Rate (PER) is obtained as:
PER: 1 _( 1 _BER) Payload in Bits
% PER=1-(1-10")*"9x100=7.31%.

Table: PER Results for Channel no. 2

Tx Data| TX |Measur|Jammer| Setrate | Received [Packet Loss
Setin | power | ed signal | Kbpsin | Throughput | (%) in
AP |set(dB)| Band | level |Jperftool| inKbps | Jperf tool
Wlan0 | Power Jperf tool
Port0 | (dB)
750 700 0
1 Mbps| 0 -5.02 -10 850 750 2.3
900 800 7.3
0 -5.67 -10 1000 900 0
1200 1000 0
1350 1200 0.3
2 Mbps 1500 1350 17
1600 1400 2.9
1700 1500 7.23

M; (Jamming Margin) calculation:

M; (Jammer to signal Ratio in dB (J/S)) =
-10-(-5.02) = -4.98 (for set data 1Mbps)
-10-(-5.67) = -4.33 (for set data 2Mbps)

Processing Gain = S/N + M; + L,
13-4.98 +2 = 10.02dB (for set data 1Mbps)
13-4.33 +2 = 10.67dB (for set data 2Mbps)

IV. CONCLUSIONS
In this paper, Jamming Margin in Wi-Fi
systems is detected based on the PER, derived from
the BER at good RSSI levels. Signal to Noise Ratio
taken as reference, the Results demonstrate that this
method can easily detect Jamming Margin for the
allowed packet error rate <7.31%.
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