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ABSTRACT

Online Auction Fraud Detection System Based On The Idea Of The Online Fraud Detection In E-Commerce
Websites. In The Current Scenario Of Digital World, The Use Of Internet Is Evident In Each Task. As Every
Work Is Done Smoothly And In A Hassle-Free Way Over The Internet, Things Like Shopping And Auction
Have Been Taken Over By The Same Field. However, The Online Activities Give Rise To Criminal Approach
To Gain Information From The Users And Take lllegal Advantage Of It. To Regulate The Issue, Fraud-
Detection Moderation Systems Are Commonly Applied To Detect And Prevent Fraud Applications And
Practice. Our Project Is About An Online Probity Model Framework, Which Includes Online Feature Selection,
Coefficient Bounds From Human Knowledge, And Multiple Instances Learning Into Account Simultaneously.
The Best Thing About This Idea Is, Firstly, It Can Potentially Detect More Frauds And Significantly Reduce
Customer Complaints Compared To Several Base Line Models And The Human-Tuned Rule-Based System
And Secondly, We Have Designed The Application Keeping The Real-World Online Auction And Fraud
Detection Data In Our Mind.
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I. INTRODUCTION:

Anyone Looking For An Efficient Gadget
Keeps The Best Features And Affordability In Mind
First; However, This Is Not Enough, As An Online
Purchase Has To Be Easily And Without Any
Inconvenience. Being Said That, The Online
Purchase Is Expedited After The Launch Of Various
Internet-Friendly Options. The Availability Of
Products Over The Internet Is Growing Day By Day
Including Home Accessories, Reading Materials,
Different Packages, Or Software Applications. In
Online Shopping, The Products Are Sold At A Pre-
Defined Price By The Seller, Which Could Be
Analyzed By The Customer And Chosen As The
Best One. The Online Auction Has The Items Sold
Through

Price Bidding. The Bidding Starts By
Setting An Initial Amount For The Capable Buyers.
They Start The Bid Among Each Other For The
Product And The One Who Bids With Highest
Amount Owns The Product. The Procedure Could
Take Some Time To Understand, But In Order To
Assure Fraud-Free Bidding, The E-Commerce Sites
Must Be Secure As They Involve Cash Transactions
To The Bidders Those Who Loss Up To A Certain
Amount Losing The Money. The Process Of A Safe
Overall Online Bidding Would Include Complete
Check Of The Product That Is To Be Auctioned And
Of The Customer Who Wishes To Take Part. This

Can Be Done Either Via E-Mail, SMS, Or A Call
While Linking Them With The Customer’s Any
Govt. ID Proof Like Adhaar Card, PAN Card,
License Number Etc. Our Project Develops A Model
Consisting Of A Number Of Auction Test Cases
That Are Created Every Day. We Have Experts To
Check The Effectiveness And Safety Features By
Understanding The Fraud Cases And Chances That
Are Common And Possible To Happen.

Il. METHODOLOGY
The System That We Have Made Is Being
Built To Detect The Online Auction Fraud As The
Thousands Of New Auction Cases Are Posted Every
Day. Each And Every Case That Has Been Entered
In The System Are Being Sent To The Fraud
Detecting System To Check The Risk Of Being
Fraud. The Current System Is Featured By:
= Blacklist: The List Of Customers Or Groups Is
Often Marked Down For Punishment Or
Exclusion. They Regarded As Unacceptable Or
Untrustworthy. One Rule Is Been Created By
Experts With Years Of Experience To Find If A
User Is Fraud. The User Is Blacklisted To
Prevent The Same User From Bidding If The
User Has Already Done A Fraud.

=  Threshold Score: Only Linear Models Are
Supported By The Current System. The
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Threshold Score Is Computed As The Weighted
Sum Of The Feature Values That Detects The
Frauds.

= Selective Labelling: The Case Will Enter The
Queue Which Will Be Handled By Human
Experts For Further Investigation By Taking A
Value Of Benchmark As Fraud Score, If The
Fraud Score Is Above Certain Threshold. The
Final Result Would Be Taken As Either Fraud
Or Trustable Once It Is Checked. The Case Is
Given Highest Priority If Its Fraud Score Is
Above The Threshold. The Cases Where Fraud
Level Is Less That Means Which Are Below
The Threshold Without Any Human Judgment
Are Determined As Clean By The System.

=  Fraud Churn: If Human Experts Label The
Case As Fraud, The Seller Is Not Trustworthy
And If The Level Is Less LLE. Below The
Threshold, Then There Is A Chance That He
Could Also Sell Other Fraud Products. So, All
The Items Submitted By The Seller In That
Online Site Are Labelled As Fraud. The Seller’s
Cases Would Be Removed From The Website
Immediately Once The Seller Is Labelled To Be
Fraudulent. The Fraud Sellers Could Be
Blocked Permanently And Removed From The
System By Using This System.

= User Rating And Complaint: There Will Be A
User Complain And Reviews For Every
Products Bought. The Buyers Who Have Any
Issues While Buying Or Selling Product Could
Register His/Her Complaints By Using This.
The First Buyer Who Bought The Product Will
Let Know If It Is A Genuine Product Or Not By
For Someone Who Want To Buy The Product.

I1l. EXPERMIENTAL WORK
The Required System Configuration Is:

=  Processors Of Pentium-1ll, RAM 256MB,
Speed Of 1.1 Ghz.
Hard Disk Of 20 GB.
The Required Software Configuration Is:
Windows 8/7/95/98/2000/XP.
Tomcat 5.0/6.X Application Server
Database Connectivity Is Of JDBC, HTML,
JAVA, JSP And Server Side Script With JSP
And Database Of Mysql Is Required
The Online Auction Has Always Been
Recognized As Important Issue. Although Many
Of Websites Use Native Approach, The
Websites Uses Reputation System And High
End Software.

IV. PROJECT SCOPE
This Project That We Have Developed
Investigate The Entry Threshold For Providing A
New Auction Service Channel Using The Real
Options Approach, Where The Entry Threshold Is
Established By Using An Online Auctioning System

Designed For The Use Of Normal Users

(Individuals), Industrialists, Entrepreneurs,

Organizations And Academicians Under Transaction

Rate Uncertainty.

=  The Customers Should Register Using A Valid
User Id And Password To Login To The
System.

= The User Should Choose Whether He Will
Have To Bid For The Project Or The Product.

=  For Project, The User Will Have To Perform
Following Steps:

= After Successful Login, The User Should Verify
His Profile By Providing The PAN Card Details
Which Would Be Verified By The Admin.

=  When The Admin Finds That The Details Of
The User Are Correct, The User Will Be
Considered As A Verified User.

= Then, The User Would Have To Appear For
Knowledge Test As Per His/Her Chosen
Domain.

= If The User Qualifies The Test, The User Would
Have To Do The Initial Amount And Then He
Will Have To Perform A Task Given To Him
By The Admin.

= After The Demo Is Been Successfully
Uploaded, The Demo Will Be Checked By The
Admin.

= The User Will Be Allowed To Bid Depending
On His Performance On The Demo.

= The User Will Have To Simply Login And Bid
On The Product Of His/Her Choice, If The User
Has Chosen For Product Bidding.

V. SYSTEM ARCHITECTURE:

Ticatify Choose Construct
Create spending Tnitial set of Sequence Construct
s [P profile of M o [P fom M it

cardholder ‘based on the ‘Training ‘model
spending data
profile
1. Training
2. Detection
Transaction | Generate Add Og.yin Acoept Calculate
Observaion P exising | bohold [P Aa
Symbol Og. sequences to from andnew
new sequences sequences
Add O, symbol Normal Y
fo the existing Test
sequence

= M=t

Functional Requirements:

= Administrator: The Administrator Is
Responsible For Verifying Client Details,
Generating Reports, Managing Customers Of
The System, And Maintaining Organization
Details.
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= Manage Clients: The Administrator Verifies
New Users When A New Client Joins The
Online Auctioning. The Administrator Could
Also Delete An Account When Any Of The
Users Leave The Auctioning Organization. The
Administrator Permanently Blocks The Fraud
Customer.

=  Take Bidding Backup: In Order To Prevent The
Loss Of Data On The System Crashes, The
Administrator Takes The Backup Of The
Database. The Administrator Can Backup Entire
Database.

= Generate Reports: The Administrator Is
Responsible For Checking The Logs Of
Different System Users For Auditing And
Should Maintain The Integrity Of The System.

= Validating The Demo  Project: The
Administrator Assigns The Customer The
Actual Project And Validates The Demo Project
Uploaded By A Customer.

VI. ALGORITHM IMPLEMENTATION
Online Equity Regression: (Online Probit
Regression)

e Consider Splitting Of Continuous Time Into
Many Small Equal Size Intervals T.

e At Time Interval T Suppose There Are Nt
Observations.Let Us Denote The I-Th Binary
Observation As Yit .

e If Yit=1, The Case Is Fraud; Otherwise It Is

Non-Fraud.

e Let The Feature Set Of Case | At Time T Be
Xit.

¢ The Online Fraud Detection Model Written As
PYit=1Xit, At]=® (X'It, At)........ (1)

e For Each Observation I At Time T (Xit)
Assume A Latent Random Variable Zit.
The Binary Response Yit Can Be Viewed As
An Indicator
Zit>0, L.E. Yit=1 If And Only If Zit > 0.
If Zit<=0, Then Yit=0.
e Zit Can Then Be Modelled By A Linear
Regression.
Zit~N (X'Ttat, 1) ...... ()
* In A Bayesian Modelling Framework It Is
Common Practice To
Put A Gaussian Prior On At ,
At~N (ut,Zt)....... 3)
The Operations Could Be Broken Down Into
The Following Functions:
ADD ROUND KEY
BYTE SUB
SHIFT ROW
MIX COLUMN
Stochastic Search Variable Selection (SSVS)
This Algorithm Provides An Appealing
And Widely Used Approach For Searching Good
Subsets Of Predictors. It Simultaneously Estimates
Posterior Model Probabilities And Model-Averaged
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Predictive Distributions. This Article Helps To
Propose A Two-Level Generalization Of Missing
Predictors, While Accommodating Uncertainty In
The Relationships Between These Predictors. On
The Joint Distribution Of The Predictors, Bayesian
Approach For Allowing Analysts That Are Missing
At A Random Model. For Regression Problems
With Features, Proper Shrinkage On The Regression
Coefficients Is Usually Required To Avoid Over-
Fitting. For Instance, L2 Penalty (Ridge Regression)
And L1 Penalty (Lasso) Are Two Common
Shrinkage Methods. If The Experts Want To
Monitor The Importance Of The Rules, They Could
Make Appropriate Adjustments Such As Change
Rules Or Add New Rules.

However, The Fraudulent Sellers Change
Their Communication Pattern Quickly: Some Rule-
Based Feature That Does Not Help Today Might
Help A Lot Tomorrow. Hence, It Is Necessary To
Build An Online Feature Selection Framework That
Evolves Dynamically To Provide Both Intuition And
Optimal Performance. In This Study, We Embed
The SSVS Into The Online Probit Regression
Framework Described In Online Probit Regression.

VII. CONCLUSION:

The Online Auction Is A Separate Business
Representation Of Which The Projects And Products
Are Sold All The Way Through Price Bidding. The
Online Modeling Consider A Situation Where Input
Is Specified One Piece At An Instance, And When
Receiving An Input Batch, The Representation Has
To Be Modernized Consistent With Make Prediction
For The Subsequent Batch And Data. The
Reputation Systems Used Expansively By Websites
To Identifying Auction Frauds, Even Though
Numerous Of Them Make Use Of Naive
Approaches. The Applying Expert Information
Could Considerably Get Better Performance In
Terms Of Noticing Additional Frauds As Well As
Reducing Customer Complaint Of Similar Workload
From Human Experts. It Has Become Essential To
Construct An Online Feature Selection Structure
That Would Evolve Dynamically To Make
Available Both At The Optimal Performance As
Well As The Perception. By Means Of Deploying A
Moderate System, We Are Capable Of Selecting A
Subset Of Doubtful Cases For Additional
Professional Study While Maintaining Their
Capacity At A Logical Level. Human Experts Are
Moreover Eager To Observe The Costs Of Online
Feature Assortment To Check The Effectiveness Of
Present Set Of Characteristics In Order To
Recognize Pattern Of Frauds As Well As Further Put
In Or Eliminate Several Features.

ACKNOWLEDGMENT:
I Am Expressing My Sincere Thanks To
My Guide Mrs. Sonali Khairnar For Her Co-

DOI: 10.9790/9622-0804010104




Sonali Khairnar Int. Journal of Engineering Research and Application www.ijera.com
ISSN : 2248-9622, Vol. 8, Issue 4, ( Part -1) April 2018, pp.01-04

Operation, Suggestions, And Guidance. | Am Much
Thankful To All My Faculty Members Whose Help
Always Inspired Me To Do Better. | Would Also
Like To Thank To All The People Who Helped Me
Directly Or Indirectly. When | Recall The Co-
Operation Extended By My Friends During This
Work, My Happiness Culminates. I Am Also
Thankful To My Parents For Their Motivated
Support In Completion Of This Work.

REFERENCES

[1] Http://Www.Ibisworld.Co.Uk/Market
Research/Ecommerce-Online-
Auctions.HtmlI?Partnerid=Prweb

[2] Http://Www.Google.Com/Finance?Catid=Ust
rbc:5720103013&Ei=Zidsufizfij6wlgoabg
USA Today. How To Avoid Online Auction
Fraud.

[3] Http://Www.Usatoday.Com/Tech/Columnist/
2002/05/07/Y aukey.Htm, 2002.

[4]

[5]
[6]

[7]

(8]

[9]

http://www.ibisworld.co.uk/market-
research/ecommerce-onlineauctions.html?
partnerid=prweb.

W3Schools Online Web Tutorials.

D. Chua and C. Faloutsos, “Fraud detection in
electronic auction”. In European Web Mining
Forum (EWMF 2005), page 87.

Kimaya Nandkishor Shrike, “Identification of
Auction Fraudulent In E-Commerce Web”. In
International Journal of Reviews on Recent
Electronics And Computer Science(lJRRECS
2014).

Divya Kumar Reddy, “Online Modeling of
Proactive Moderation System for Auction
Fraud Detection”. In International Journal of
Computer Science and Technology (IJCST
2013).

K. Prathyusha, “Detecting Frauds In Online
Auction System”. In International Journal of
Advanced Research in Computer Science and
Software Engineering(IJARCSSE 2013).

DOI: 10.9790/9622-0804010104

Www.ijera.com

Sonali Khairnar"Online Auction Fraud Detection"InternationalJournal of Engineering
Dacanrnh AarnA Anrnnlicaatiarne FITECDAN viAal O iAa 14 25°9N10 v N1 NA


http://www.ibisworld.co.uk/market%20research/
http://www.ibisworld.co.uk/market%20research/
http://www.google.com/Finance?Catid=Ustrbc:5720103013&Ei=Zidsufizfj6wlgoabq
http://www.google.com/Finance?Catid=Ustrbc:5720103013&Ei=Zidsufizfj6wlgoabq
http://www.ibisworld.co.uk/market-research/ecommerce-onlineauctions.html
http://www.ibisworld.co.uk/market-research/ecommerce-onlineauctions.html

