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Abstract

Several anonymization techniques, such as
generalization and bucketization, have been
designed for privacy preserving microdata
publishing. Recent work has shown that
generalization loses considerable amount of
information, especially for high dimensional
data. Bucketization, on the other hand, does not
prevent membership disclosure and does not
apply for data that do not have a clear separation
between quasi-identifying attributes and sensitive
attributes. In this paper, we present a novel
technique called slicing, which partitions the data
both horizontally and vertically. We show that
slicing preserves better data utility than
generalization and can be used for membership
disclosure  protection. Another  important
advantage of slicing is that it can handle high-
dimensional data. We show how slicing can be
used for attribute disclosure protection and
develop an efficient algorithm for computing the
sliced data that obey the £-diversity requirement.
Our workload experiments confirm that slicing
preserves better utility than generalization and is
more effective than bucketization in workloads
involving  the  sensitive  attribute.  Our
experiments also demonstrate that slicing can be
used to prevent membership disclosure.

Keywords:-Privacy preservation, data
anonymization, data publishing, data security..

. Introduction
Privacy -Preserving publishing of microdata
has been studied extensively in recent years.
Microdata contains records each of which contains
information about an individual entity, such as a
person, a household, or an organization. Several
microdata anonymization techniques have been
proposed. The most popular ones are generalization
for k-anonymity and bucketization [17] for ‘¢-
diversity [25].
In both approaches, attributes are partitioned
into three categories:
1) some attributes are identifiers that can
uniquely identify an individual, such as
Name or Social Security Number;
2) some attributes are Quasi ldentifiers (QI),
which the adversary may already know

(possibly from other publicly available
databases) and which, when taken together,
can potentially identify an individual, e.g.,
Birthdate, Sex, and Zipcode;

3) some attributes are Sensitive Attributes (SAS),
which are unknown to the adversary and are
considered sensitive, such as Disease and
Salary.In  both  generalization  and
bucketization, one first removes identifiers
from the data and then partitions tuples into
buckets. The two techniques differ in the
next step. Generalization transforms the QI-
values in each bucket into “less specific but
semantically consistent” values so that
tuples in the same bucket cannot be
distinguished by their QI wvalues. In
bucketization, one separates the SAs from
the QIs by randomly permuting the SA
values in each bucket.

It has been shown [1], [16], that
generalization for k anonymity losses considerable
amount of information, especially for high-
dimensional data. This is due to the following three
reasons. First, generalization for k-anonymity
suffers from the curse of dimensionality. In order for
generalization to be effective, records in the same
bucket must be close to each other so that
generalizing the records would not lose too much
information. However, in high dimensional data,
most data points have similar distances with each
other, forcing a great amount of generalization to
satisfy k-anonymity even for relatively small k’s.
Second, in order to perform data analysis or data
mining tasks on the generalized table, the data
analyst has to make the uniform distribution
assumption that every value in a generalized
interval/set is equally possible, as no other
distribution assumption can be justified. This
significantly reduces the data utility of the
generalized data. Third, because each attribute is
generalized  separately, correlations  between
different attributes are lost. In order to study
attribute correlations on the generalized table, the
data analyst has to assume that every possible
combination of attribute values is equally possible.
This is an inherent problem of generalization that
prevents effective analysis of attribute correlations.
While bucketization [26], [17] has better data utility
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than generalization, it has several limitations. First,
bucketization does not prevent membership
disclosure . Because bucketization publishes the QI
values in their original forms, an adversary can find
out whether an individual has a record in the
published data or not.

Il.  Proposed Method

In this paper, we present a novel technique
called slicing for privacy-preserving data ublishing.
Our contributions include the following.First, we
introduce slicing as a new technique for privacy
preserving data publishing. Slicing has several
vantages when compared with generalization and
bucketization. It preserves better data utility than
generalization. It preserves more attribute
correlations with the SAs than bucketization. It can
also handle high-dimensional data and data without
a clear separation of Qls and SAs.

Second, we show that slicing can be
effectively used for preventing attribute disclosure,
based on the privacy requirement of £ -diversity. We
introduce a notion called - diverse slicing, which
ensures that the adversary cannot learn the sensitive
value of any individual with a probability greater
than 1/, We develop an efficient algorithm for
computing the sliced table that satisfies £-diversity.
Our algorithm partitions attributes into columns,
applies column generalization, and partitions tuples
into buckets. Attributes that are highly correlated are
in the same column; this preserves the correlations
between such attributes. The associations between
uncorrelated attributes are broken; this provides
better privacy as the associations between such
attributes are less frequent and potentially
identifying. Fourth, we describe the intuition behind
membership disclosure and explain how slicing
prevents membership disclosure. A bucket of size k
can potentially match k© tuples where c is the
number of columns. Because only k of the k° tuples
are actually in the original data, the existence of the
other k° - k tuples hides the membership
information of tuples in the original data.

Finally, we conduct extensive workload
experiments. Our results confirm that slicing
preserves much  better data utility than
generalization. In workloads involving the sensitive
attribute, slicing is also more effective than
bucketization. Our experiments also show the
limitations of bucketization in  membership
disclosure protection and slicing remedies these
limitations. We also evaluated the performance of
slicing in anonymizing the Netflix Prize data set.

I11.  Proposed techniques used

In the proposed work we have used slicing
technique and compared it to generalization and
bucketization

3.1 Slicing

Slicing first partitions attributes into
columns. Each column contains a subset of
attributes. This vertically partitions the table. For
example, the sliced table in Table 6 contains two
columns: the first column contains { Age; Sex} and
the second column contains {Zipcode; Disease}.
The sliced table shown in Table 5 contains four
columns, where each column contains exactly one
attribute. Slicing also partition tuples into buckets.
Each bucket contains a subset of tuples. This
horizontally partitions the table. For example, both
sliced tables in Tables 5 and 6 contain two buckets,
each containing four tuples.

Within each bucket, values in each column
are randomly permutated to break the linking
between different columns.

For example, in the first bucket of the
sliced table shown in Table 6, the values {(22,M) ,
(22,F) (33,F) , (52,F)} are randomly permutated and
the values{(47906,dyspepsia), (47906,flu), (47905,
flu),(47905, bronchitis)} are randomly permutated
so that the linking between the two columns within
one bucket is hidden.

3.1.1 Results:
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IV.  Comparitative Results

Two popular anonymization techniques are
generalization and bucketization. Generalization
replaces a value with a “less-specific but
semantically consistent” value.

The main problems with generalization are:
1) it fails on high-dimensional data due to the curse
of dimensionality and it causes too much
information loss due to the uniform-distribution
assumption .

Bucketization first partitions tuples in the
table into buckets and then separates the quasi
identifiers with the sensitive attribute by randomly
permuting the sensitive attribute values in each
bucket. The anonymized data consist of a set of
buckets with permuted sensitive attribute values. In
particular, bucketization has been used for
anonymizing high-dimensional data [. However,
their approach assumes a clear separation between
Qls and SAs. In addition, because the exact values
of all Qls are released, membership information is
disclosed.

V.  Conclusion
This paper presents a new approach called
slicing to privacy preserving microdata publishing.
Slicing overcomes the limitations of generalization

and bucketization and preserves better utility while
protecting against privacy threats.

We illustrate how to use slicing to prevent
attribute disclosure and membership disclosure. Our
experiments show that slicing preserves better data
utility than generalization and is more effective than
bucketization in workloads involving the sensitive
attribute.

The general methodology proposed by this
work is that before anonymizing the data, one can
analyze the data characteristics and use these
characteristics in data anonymization. The rationale
is that one can design better data anonymization
techniques when we know the data better. In [22],
[24], we show that attribute correlations can be used
for privacy attacks.

VI.  Future Scope

While a number of anonymization
echniques have been designed, it remains an open
problem on how to use the anonymized data. In our
experiments, we randomly generate the associations
between ¢ column values of a bucket. This may
lose data utility. Another direction is to design data
mining tasks using the anonymized data [14]
computed by various anonymization techniques.
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