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ABSTRACT

Network security, and secure
communications through public and private
channels are more important issue specially when
computer usage is increasing, for both social and
business areas. Data hiding is one of approach to
obtain a secure communication medium and
protecting the information during transmission.
Text steganography is most challenging because of
the presence of very less redundant information in
text documents as compared to the images and
audio. In this paper a novel method is proposed for
data hiding in English scripts using Unicode of
English alphabet in another languages. In this
method, 13 characters from English alphabet was
chosen for hiding process which have appearance
in another languages. Two bits embedded in one
time, using ASCII code for embedding 00, and
using Unicode of multilingual for embedding 01,
10, and 11. This method has a height hiding
capacity based on specific characters in each
document. As well as have very good perceptual
transparency and no changes in original text.

Keywords- Multilingual characters, Text hiding,
Unicode standard.

I.  Introduction

One way of secure data transfer over the
Internet is steganography, which conceals the
existence of a message [1]. When information hiding
is used, even if an eavesdropper snoops the
transmitted object, he cannot surmise the
communication since it is carried out in a concealed
way. Steganography overcomes the limitation of
cryptography(that the third party is always aware of
the communication because of the unintelligible
nature of the text) by hiding message in an innocent
looking object called cover[2].

In modern steganography use electronic
media rather than physical objects and texts. The text
to be concealed is called embedded data. An
innocuous medium, such as text, image, audio, or
video file; which is used to hide embedded data is
called cover. The stego object is an object we get
after hiding the embedded data in a cover medium[1].

There are a number of researches had
already explored in new steganographic techniques in

texts, such as white spaces [3], Synonyms[4], Word
Shifting [5], and Line shifting [6]. This paper focused
on researches which used Unicode in data hiding, M.
H. Shirali-Shahreza, and Mohammad Shirali-
Shahreza proposed new method for hiding \
information in Persian and Arabic Unicode texts [7].
Also, they proposed another method for hiding data
in Persian (Farsi) and Arabic texts. They based on
characters of « ¢» and « <» have the same shape but
different codes [8]. Lip Yee Por and et al. proposed
method based on Unicode space characters with
respect to embedding efficiency [9].

In this paper, some letters of English
alphabet have appearance in another languages with
different codes, these letters used in the proposed
method for data hiding in English scripts using
Unicode of English alphabet in  another
languages(multilingual).

The rest of the paper is organized as follows.
Section 2 explain the Unicode Standard. Section 3
presents the proposed method in detail. Section 4 and
5 demonstrate the results and concludes of the
proposed method.

Il.  Unicode Standard

The Unicode Standard is the universal
character encoding scheme for written characters and
text. It defines a consistent way of encoding
multilingual text that enables the exchange of text
data internationally and creates the foundation for
global software[10]. Unicode can be implemented by
different character encodings. The most commonly
used encodings are UTF-8, UTF-16. UTF-8 uses one
byte for any ASCII characters, which have the same
code values in both UTF-8 and ASCII encoding, and
up to four bytes for other characters. UCS-2 uses a
16-bit code wunit (two 8-bit bytes) for each
character[11].

Unicode characters are distinguished by
code points, which are conventionally represented by
the letter U followed by four or five hexadecimal
digits, for example U+00AE or U+1D310. Unicode
characters can range in scalar values from 0 to over a
million. The entire range of Unicode characters is
divided into 17 blocks, each block is referred to as a
plane and is numbered starting from 0. Characters in
the Basic Multilingual Plane (BMP), containing
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modern scripts — including many Chinese and
Japanese characters — and many symbols, have a 4-
digit code. Historic scripts, but also many modern
symbols and pictographs (such as emoticons, many
CJK characters, and Egyptian Hieroglyphics) have 5-
digit codes[11].

Then, Unicode refer to the family of standards and
technologies associated with the Unicode Consortium
that can be utilized for working with a written
language in a computer environment[12].

I11.  Proposed Method

In this paper, a new method was presented
for text steganography in English scripts using
Unicode of multilingual characters. Many English
alphabet characters (called Latin alphabet) have a
good appearance in another languages, with different
codes and different glyphs, see Table 1.

Unfortunately, not all of these characters can
be used in hiding process, because the glyphs of them
dissimilar to original English scripts. Just 13
characters was chosen for hiding process based on
the following criteria:
1. Located in Plane 0: which contains U+0000 -
U+FFFF,  this is known as the Basic Multilingual
Plane (BMP).
2. The glyphs: A glyph is a presentation of a
particular shape which a character may have when
rendered or displayed. The glyph of selected
characters must be similar to the original script.
3. Availability: depends on its presence in the
specified font (selected characters must be
supported by standard fonts)[11]. If a desired
character is not present in the available fonts(that
mean characters have no glyph), an empty box, a
question mark or another replacement will be shown:
@, see Table 1.

Table 2 explain the selected characters in hiding

process.

In proposed method, two processes was
implemented, hiding process, and extracting process.
Hiding process based on the appearance of selected
characters in english script. In this method two bits
can be embedding at one time. Firstly, selected
characters must to be found in document, then
embedding process implemented by replacement
depending on secret message which can be hidden.
and replacement can be done based on secret
message as follows:

00 No change
If secret message = ..(D

{01,10,11} | Replace with nicode of

Multilingual characters
based on Table 2

ISSN: 2248-9622

The document file must be has enough area
to hide data (secret message with two bytes represent
message length embedded in beginning). This
process called Checking capacity of hiding , see
Fig.1.

Open cover
document

Szarch shout Selacted
characters 1
Input secret
message

Check capacity
of hidmg

Replace current code
( with Unicode l()‘:’

Figure 1. Hiding process

Hiding process (Embedding
summarized in the following algorithm:

process)

Embedding algorithm
Input :  Document file, and secret message.
Output : Stego file.
1. Open cover document.
2. Scan cover document to find selected characters
in Table 2,
3. Compute number of selected characters to check
the capacity of hiding.
4. Get binary form of secret message.
5. For each two symbol in secret message
- if bit =00, then no change (ASCII code) ,
else replace by Unicode of Multilingual
characters in Table 2.
6. Hide the message length in the beginning
of secret message.
7. Return stego document.

English scripts written in (Latin letters), take
the range (U+0041-U+005A) for uppercase Latin
alphabet, and (U+0061-U+007A) for lowercase Latin
alphabet in hexadecimal. For example, there is Latin
capital "A" which is defined (U+0041) can be no
change if secret message is 00, but can be replaced by
one of Unicode of Multilingual characters in Table 2
, Based on secret message, replaced by (U+0391)
when secret message is 01 as example.

In another side, the extracting process Fig.2
is the opposite operation of the hiding process.

=

Extract secrat

Open stzgo
message length

document

Search about selectsd
characters

t_I.J

Exfract message (—] Check code of selected

characters

Figure 2. Extracting process
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In order to find selected characters, we must I e . — ’
check the code of current characters, by the following e e e e e

statement: : e
s related to the meta-search problem, but has the additional challenge that the
1 tics underlying the ranking functions are built on different vocabularies and
thus not directly comparable.

More tightly integrated models for CLIR. Most currentapproaches to CLIR are

In range of (U+0041 - U+005A) e R e AT
where ds s assumed for both A promising direction
or (U+0061 - U+007A), then
the use of context information for translation in a direct way.
Secret message = 0 .M gdata. Languag ing dep training data. Today there
al hundreds of pairs of query and relevant documents. For factoid
If Code of ...(2) question

re are roughly 1000 queries with correctanswers. Itis generally
&
\ i
Selected characters productivere

ping )

chand led to major improvements in IR. A ne
cta hundred times more training data for language

100k pairs of query and relevant documents/answers rather thanfa

ed much
hallenge is to

developw

modeling.

few hundreds.

Else Secret message = {01,10,11} —— .
\ based on Table 2 Figure 4. Covervd_hc:c&ment

5 Cores

The first 16-characters represent the secret = e T T e e preemryi
message Iength EXtraCtlng prOCESS Summarized in ‘ . ‘_\ler‘muueme\‘alresulllislsfromdﬁmlm%esummlnpleImlmmnes This problem

the followi ng algorithm' isrelated 1o the meta-search problem, but has the additional challenge thatthe

statistics underlying the ranking functions are built on different vocabularies and
thus not directly comparable.

Moretightly integrated models for CLIR. Most currentapproachesto CLIR are
based on a shallow integration between translation models and retrieval models,
|

Extracting algorithm
. - where independence s assumed for both ¢ Alpromising direction
Input : Stego file . i seemsto be to explore models with lessstrict ndependence assumptions, enabling
the use of context information for translation in a direct way.
Output : Secret message.

More training data. Language modeling depends on training data, Today there
are several hundreds of pairs of query and relevant documents. For factoid
1 Open Stego dOCU ment questions, there are roughly 1000 queries with correctanswers. Itis generally
. . agreed that developing those materials over the last 10 years has spurred much

2. Extract secret message length syt ey
. . modeling. e.g.. 100k pairs of query and relevant documents/answers rather thana
3. Scan stego document to find ligatures characters, fewhundreds :
= o
4, C_heck co<_je of selected characters based gn equgtlon 2 Figure 5. Stego document
- if code in uppercase or lowercase English Latin letters
then secret message=00 The results that are got from these
- else secret message=01,or 10, or 11 based on Table 2. experiments can be summarized in the Table 3. Note
the average of size for stego document (after hiding)
IV. Results is increased about (11.1 %) from original size,

In this paper, the proposed method of data because using Unicode instead of ASCII code in
hiding is tested by taking different cover documents ~ embedding process, which use UTF-16 encodings for
with different sizes and hiding the same secret  €ach character.
message in some of them, sees the corresponding

GUI for the proposed method in Fig. 3. V. Conclusions
In data hiding method, the main goals of
@) utiingeal . Unicod 1) - (=) steganography are (perceptual transparency, capacity,
. 2 and robustness). Proposed method has an excellent
=iy g = 5 perceptual transparency because the stego text is
Check Capacity - p— - - — similar to the original text using characters in
E 5 = 5 multilingual which their glyphs more similar and
e : B o suitable to glyphs of original script. The hiding
el \ 7] Excractine ] - B capacity of proposed method is very high, depending
| ﬁ::;j’“‘"‘“’ R : T on selected characters frequency shown in Table 2. In
addition, this method is robust to digital copy-past
AECTTEED R operation, which means that copying and pasting the

text between computer programs preserve hidden
information. In other side, there is an increasing in
stego document size, result from Unicode which use
2-bytes for each character. Huffman code for data
compression can be suggested to overcome this
drawback. Thus, the proposed method provide an
efficient text steganography method by Unicode, and
an excellent way to obtain safe and secure
information transformation.

Figure 3. GUI of proposed method

The payload of bits can be hidden based on
selected characters number. If the cover file contains,
for example, 200 selected characters, we can hiding
400 bits in it(because two bits can be embedded in
one character). Fig. 4 and Fig. 5 represent cover
document and stego document respectively.
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LatiﬁAjlchlgbets Multilingual, Glyphs, and Unicode
Unified Unified Unified
Greek and s Canadian Canadian Canadian
C%g;r;tlr_(;lt%nd Coptic Cyrillic Cherokee Cherokee Aboriginal Aboriginal Aboriginal
Syllabics Syllabics Syllabics
A A A A N5 A A A
0041 0391 0410 13AA 13AF 15C5 15E9 15CB
Halfwidth
Phonetic Phonetic and
Extensions Extensions Fullwidth
Form
A 2 A
1D00 1D2C FF21
Unified
Latin IPA Greek and et - Canadian
Extended-B | Extensions Coptic Sl Cyrillic gitrokee Aboriginal
Syllabics
B B B B B B B
B 0181 0299 0392 0432 0412 13F4 15F7
0042 Halfwidth
) and . Phonetic Letterlike A
e Fullwidth SOl Extensions symbols Ggptic
Form
B O = B O
A557 FF22 2C83 1D2E 212C 2C82
Halfwidth
Greek gnd Cyrillic Georgian Cherokee Phongtic Numbers anq
Coptic y g Extensions Form Fullwidth
Form
C C C G G o C C
0043 03F9 0421 10BA 13DF 1D04 216D FF23
Wathematggy Kayah Li Coptic Yi Radicals | YiRadicals
Operators
C C C
2201 A90D 2CA4 A49D A49F
Unified Unified
Latin Cherokee Canad_ian Canqd_ian Phongtic Phongtic Numbers
Extended-B Aboriginal Aboriginal Extensions Extensions Form
Syllabics Syllabics
D D D D p D D
D 018A 13A0 15DE 15EA 1D30 1D05 216E
0044 Halfwidth
Letterlike and
symbols Fullwidth
Form
D D
2145 FF24
Hangul
Greek and - Phonetic - Phonetic Compatibilit
E Coptic Cyrillic Cherokee Extensions Tifinagh Extensions Jr;mo ’
e E E E E . =
0395 0415 13AC 1D31 2D39 1D07 314C
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Halfwidth
and .
Fullwidth vai
Form
E
FF25 A5CB
Unified Halfwidth
Greek and Letterlike Canadian and Latin
F Coptic symbols Aboriginal Fullwidth Extended-D
0046 Syllabics Form
F F F F
03DC 2131 15B4 FF26 A730
IPA. Cyrillic fygme Cherokee Cherokee Cherokee Phongtlc
Extensions | Supplement | Supplement Extensions
G G G G G G G
0262 050C 050D 13C0 13B6 13E9 1D33
G Halfwidth
0047 and
Fullwidth
Form
G
FF27
Unified
IPA Greek and - . Canadian Phonetic
Extensions Coptic Syl Cyrillic Cheroles Aboriginal Extensions
Syllabics
H H H H H H H
029C 0397 041D 043D 13BB 157C 1D34
Halfwidth
0(|)-4|18 Ethiopic Coptic Coptic Runic I;?;?ggﬁe Fuﬁ\Tv(ijdth Yi Syllables
Form
H g N H H H
12D8 2C8E 2C8F 16BA 210D FF28 AO03F
Phonetic Letterlike
Extensions symbols
i H
1D78 210B
IPA Greek and - - Phonetic Numbers
Extensions Coptic Sl Sl Chergige Extensions Form
I I I I L ! I
026A 0399 04C0 0406 13C6 1D35 2160
Halfwidth Halfwidth Halfwidth
and and and : Latin .
| Fullwidth | Fullwidth | Fullwidth | C°P% | Extended-n | VA Yi Syllables
0049 Form Form Form
1 T T I
FF29 FF6A FF74 2C92 ATFE A56F A024
. Bopomofo
Tifinagh Exrt)ended
T
2D4A 31B2
Unified Halfwidth
: Cyrillic Myanmar Cherokee Canqd_ian Phongtic Phone_ztic anq
004A Aboriginal Extensions Extensions Fullwidth
Syllabics Form
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J J J J ] J
0408 1042 13AB 148D 1D36 1D0A FF2A
Letterlike
symbols
J
2110
Latin Greek and Cyrillic Cherokee Phonetic Phonetic Letterlike
Extended-B Coptic Extensions Extensions symbols
K K K K K K K
0198 039A 041A 13E6 1D37 1D0B 212A
K Halfwidth
0048 Fuﬁ\r/]v?dth Coptic Runic
Form
K 0 K
FF2B 2C94 16D5
Unified
IPA. Armenian Armenian Cherokee Cangd_lan Tai Le Phongtlc
Extensions Aboriginal Extensions
Syllabics
L L 1L L L L
029F 053C 056C 13DE 14AA 1968 1D38
Phonetic k. HaIwaildth Halfwcijdth
OOIZ,C Coptic Coptic SExtensions Yi Radicals Lsiltr;et;c;lse Fuﬁ\r/]vidth Fulall\r/]vidth
upplement
Form Form
. L L L L
2CDO0 2CD1 1DAB A492 2112 FFA4 FF2C
Numbers Bopomafo
Form
IL, e
216C 3125
Greek and Greek and - . Phonetic Phonetic
Coptic Coptic e Saliic Cheii Extensions Extensions
M M M M M ¥ M
03FA 039C 041C 043C 13B7 1D39 1D0OD
M Halfwidth
004D Runic Letterlike Coptic Numbers and Coptic
symbols Form Fullwidth
Form
M M M M
16D6 2133 2C99 216F FF2D 2C98
Halfwidth
Latin IPA Greek and Phonetic and Coptic Coptic
Extended-B | Extensions Coptic Extensions Fullwidth
Form
N N N N N N O O
004E 019D 0274 039D 1D3A FF2E 2C9A 2C9B
Phongtlc Letterlike
Extensions
Supplement symbols
N N
1DBO0 2115
0 Ggeslgt?cnd Cyrillic Armenian Nko Oriya Yi Syllables | Yi Radicals
004F o o o 0 0 0 0
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039F 041E 0555 07CO0 0B20 Al132 A4A8
Halfwidth
. and . .
Limbu Fullwidth Coptic Oriya
Form
O @) O 0
1946 FF2F 2C9E 0B66
Latin Greek and - Phonetic Phonetic Phonetic
Extended-B Coptic Cyrillic Cherokee Extensions Extensions Extensions
P P P P P P P
01A4 03A1 0420 13E2 1D18 1D29 1D3E
P Halfwidth
0050 and . Letterlike
Fullwidth Coptic symbols
Form
P O P
FF30 2CA2 2119
Halfwidth
Cyrillic and Tifinagh Letterlike
Q Supplement Fullwidth g symbols
0051 Form
O Q Q
051A FF31 2D55 211A
Unified
Latin Latin IPA Cherokee Cherokee Canadian Phonetic
Extended-B | Extended-B | Extensions Aboriginal Extensions
Syllabics
R R R R R R R
R 01A6 024C 0280 13A1 13D2 1587 1D3F
0052 Halfwidth
Letterlike and Letterlike
symbols Fullwidth symbols
Form
R R R
211B FF32 211D
Cyrillic Armenian Georgian Cherokee Yi Syllables | Yi Radicals Vai
S S S S S S
0405 054F 10BD 13DA Al1D9 A49A A576
S Halfwidth
0053 o
Fullwidth | Malayalam
Form
S S
FF33 ODIF
Latin Greek and Greek and Greek and Cvrillic Cvrillic NKo
Extended-B Coptic Coptic Coptic y y
T T O O T T 0
01AC 03A4 0372 0373 0422 0442 07EOQ
T Halfwidth
tlos Corlr?ag'gg:lit Yi Radicals Vai and Ethiopic Coptic Coptic
PaubIity Fullwidth P P P
Jamo
Form
T T T T a O
315C A4C4 A50B FF34 1350 2CA6 2CA7
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Cherokee Phone_tlc Phone_tlc Bopomofo
Extensions Extensions
T T T T
13A2 1D40 1D1B 3112
Unified Halfwidth
Armenian Canadian Phonetic Phonetic Yi Radicals and
U Aboriginal | Extensions Extensions Fullwidth
0055 Syllabics Form
U U u U U U
054D 144C 1D41 1D1C A4A4 FF35
Halfwidth Unified
Cherokee Numbers and Canadian
\V Form Fullwidth Aboriginal
0056 Form Syllabics
8% \Y% A\ Vv
13E4 2164 FF36 142F
Halfwidth
o Cyrillic and
W Cyrillic Supplement Cherokee Cherokee Fullwidth
0057 Form
W | W \% W
0460 051C 13B3 13D4 FF37
Halfwidth
Greek and - Numbers y . and . .
Coptic Cyrillic Form Yi Radicals Fullwidth Coptic Coptic
Form
X X X X X p; O O
0058 03A7 0425 2169 A4BC FF38 2CAC 2CAD
Runic
X
16B7
Halfwidth
RS Greekand |~ i Cyrillic i
Y Extensions Coptic y y Fullwidth
0059 Form
Y Y Y Y Y
028F 03A5 04AE 04AF FF39
Halfwidth
Latin Latin Greek and and .
Extended-B | Extended-B Coptic o) Cheogh Fullwidth Coptic
Form
z Z Z z [ zZ Z O
005A 0224 01B5 0396 1097 13C3 FF3A 2C8C
Limbu Letterlike
symbols
O Z
1901 2124
Halfwidth
IPA Cvrillic Tai Le Phonetic Phonetic and
a Extensions y Extensions Extensions Fullwidth
0061 Form
a a a a a
0251 0430 1972 1D43 1D45 FF41
b Latin Latin - . Unified
0062 Extended-B | Extended-B Cyrillic Cyrillic Nko Cherokee Canadian
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Aboriginal
Syllabics
b b b b 0 b b
0185 0184 042C 044C 07D5 13CF 15AF
Halfwidth
Phonetic and
Extensions Fullwidth
Form
b b
1D47 FF42
Halfwidth
3 G[:eglgt?cnd Myanmar Tai Le Nggﬁirs Fuﬁ\?v(ij dth Coptic Cyrillic
0063 Form
C a C (@ O c
03F2 1004 1974 217D FF43 2CA5 0441
Unified
Cyrillic Cyrillic Canadian Phonetic Numbers . . . .
Sup{nlement Supi;Iement Aboriginal Extensions Form YJ/Radicals | Yi Radicals
Syllabics
d d d 9 d o) d
d 0500 0501 146F 1D48 217E A4AD AAAF
0064 Halfwidth
and Letterlike
Fullwidth symbols
Form
d d
FF44 2146
Halfwidth
Cyrillic Myanmar Tai Le Phongtic Letterlike Letterlike anc_i
e Extensions symbols symbols Fullwidth
0065 Form
e O £ e e e
0435 1054 1971 1D49 212E 212F FF45
Halfwidth
and Phonetic
f Fullwidth Extensions
0066 Form
f f
FF46 1DAO0
il Phonetic
IPA Phonetic Letterlike and Eersions
g Extensions Extensions symbols Fullwidth Supplement
0067 Form BP
g & g g i
0261 1D4D 210A FF47 1DA2
Spacing _ Halfwidth
Modifier Cyrillic Cyrillic Georgian Cherokee Letterlike anq
h Letters symbols Fullwidth
0068 Form
h h h h h h h
02B0 04BA 04BB 10B9 13C2 210E FF48
Halfwidth
i Cyrillic Cherokee Phone_tic Numbers ant_j Letterlike
0069 Extensions Form Fullwidth symbols
Form
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i i ; i i f
0456 13A5 1D62 2170 FF49 2148
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Table2: Selected English alphabets for hiding process
Symbols ASCII Unicode
Secret message 00 Secret message 01 Secret message 10 Secret message 11
A 0041 0391 0410 13AA
B 0042 0392 0412 0181
E 0045 0395 0415 13AC
G 0047 050C 13C0 13B6
H 0048 0397 041D 13BB
I 0049 0399 04C0 0406
M 004D 039C 041C 216F
) 004F 039F 041E 0555
P 0050 0420 03A1 01A4
S 0053 0405 054F 13DA
T 0054 0422 03A4 01AC
j 006A 0458 03F3 029D
0 006F 03BF 1DOF 043E

Table 3: Experimental results of proposed method

Experiment #. Selected Char.# Max.# of bits Can be Ratio of Stego-Doc. Size
in Cover Embedded in Cover increasing (%)
1 1313 2626 1.11
2 1465 2930 27.6
3 379 758 17.7
4 1602 3204 0.8
5 4091 8182 2.8
6 3681 7362 2.3
7 672 1344 23
8 268 536 4.2
9 6515 13030 31.7
10 902 1804 0.7
Avrg. 11.1
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