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ABSTRACT:  

Phishing attacks are significant threat to 

users of the Internet causing tremendous 

economic loss every year. In combating phish 

Industry relies heavily on manual verification to 

achieve a low false positive rate, which however 

tends to be slows in responding to the huge 

volume created by toolkits. The goal here is to 

combine the best aspects of human verified 

blacklists and heuristic-based methods which are 

the low false positive rate of the former and the 

broad coverage of the latter.  The key insight 

behind our detection algorithm is to leverage 

existing human-verified blacklists and apply the 

shingling technique, a popular near duplicate 

detection algorithm used by search engines, to 

detect phish in a probabilistic fashion with very 

high accuracy. The features introduced in 

Carnegie Mellon Anti-Phishing and Network 

Analysis Tool (CANTINA), in similarity feature 

to a machine learning based phishing detection 

system. By preliminarily experimented with a 

small set of 200 web data, consisting of 100 

phishing webs and another 100 non-phishing 

webs. The evaluation result in terms of f-measure 

was upto 0.9250, with 7.50% of error rate is 

implemented. 

 

Keywords: CANTINA, BLACK LIST, 

HEURISTIC, MIME, ROC curve.  

  

1. INTRODUCTION 
As people increasingly rely on Internet to 

do business, Internet fraud becomes a greater and 

greater threat to people’s Internet life. Internet fraud 

uses misleading messages online to deceive human 

users into forming a wrong belief and then to force 

them to take dangerous actions to compromise their 

or other people’s welfare. The main type of Internet 

fraud is phishing. Phishing uses emails and 

websites, which designed to look like emails and 

websites from legitimate organizations, to deceive 

users into disclosing their personal or financial 
information. The hostile party can then use this 

information for criminal purposes, such as identity 

theft and fraud.  

 

2. RELATED WORK: 
Many related work have been found in this 

paper related previously in year 2007 phishing 

detection intrusion was have been found where 

Phishing is an electronic online identity theft where 

many intruders have started to attack so identify this 

they used the blacklist concept [5].Early anti-phishing 
researchers analyzed page source code or URL 

information to extract various features which could 

be used in comparison with known real page. 

CANTINA [6] began to use an external resource, 

Google, to find real page and judge the suspect 

immediately. According to CANTINA’s results, 

many researchers used this approach as a basis to 

develop new detection method. On the contrary, 

presented another approach using external resources 

to identify the phish web. Their methods considered 

the credibility of the target site instead of finding the 
real page. All those heuristic features can become 

the attributes for training a computer to detect 

phishing automatically. 

 

2.1 Using Of Machine Learning Techniques 

The Usage of Machine learning technique 

is to compare efficiency techniques. It is used 

among nine variant of learning methods with eight 

attributes from the heuristic features of CANTINA. 

Experimented using 1500 phish and 1500 legitimate 

web pages, the lowest error rate was 14.15% while 

the average was 14.67%. In addition, the highest 
fmeasure is 0.8581 and the highest AUC, an area 

under the Receiver Operating Characteristic (ROC) 

curve, is 0.9342 in-case of using AdaBoost the 

authors used only features from CANTINA[6]. 

Adding or changing features may result in different 

efficiency. Following that hypothesis, this paper 

replaced some features of CANTINA[6] with a new 

feature and tested with six different machine 

learning techniques. We used 100 phish pages and 

100 legitimate pages dataset in our experiments. 

2.2 Machine Learning on phishing detection: 
Our research proposed a new attribute to 

improve efficiency of machine learning-based 

phishing detection. The new feature uses another 

part of concept, i.e., the domain top-page similarity, 

to test whether the page is phishing or not. It is easy 

to implement and can achieved with 19.50% error 

rate and 0.8312 f-measure [7]. When we applied in 

learning methods, this additional proposed feature 

can boost accuracy 0.9250 in term of f-measure [7]. 

In our future works, we plan to adjust existing 

feature extraction methods and feature weights, and 
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seek for more relevant features to get better result. 

Furthermore the method used to collect a dataset 

must be improved. 

 

3. METHODS: 
The application of machine learning is to 

the solve the problem of web phishing detection. 

The blacklist is a list of known phishing sites, 

compared with accessing sites. The blacklist is 

maintained in database which consists of listed urls. 

The developer of the software normally maintains 

the blacklists. Comparing the requested URLs with 

URLs in the list is a simple way to check that the 

target is legitimate or not. But the blacklist cannot 

cover all phish pages, because the fraudulent webs 

are newly created all the time. However, this 

approach cannot cover comprehensive phishing 
sites. The appearance and taking down cycle is too 

fast to catch up with. 

Due to the drawbacks in black list are 

heuristic approach was proposed. The heuristic 

approach makes the efficient way in finding the 

phishing sites from the original sites. The heuristic 

approach trains the user to identify the phishing sites 

easily. Machine Learning is used to improve 

Efficiency. This paper adopts CANTINA (Carnegie 

Mellon Anti-Phising and Network analysis tool).We 

present design, implementation and evaluation of 
CANTINA. This is a novel content –based approach 

to detect phising websites. The basic idea behind 

this approach is to take the snap shot of the current 

site and compare it the stored sites in the database. 

 

4. MODULE DESCRIPTION: 
4.1 Site Training Module 

 Site training module is the phase where the 

system is trained for the site capture. Once the 
system is trained it is ready to capture. This is the 

first module which trains the system. The training 

module makes the system to practice how to capture 

the requested URL’s as soon it appears on the 

screen. Once the phishing site has been identified 

the system is able to identify the phishing site. In 

order to increase such capability database is 

maintained. If the database is maintained then it is 

easy to find out the phishing site very easily. It 

reduces time and it is easy to perform. 

 

4.2 Site Capturing Module 

 As hinted in previous section, whenever the 

site is created initially it is to be captured. The 

previous module trains the system how to capture 

the site image which helps us to compare between 

the original and the fake one. If the current image is 

captured then the comparison procedure will be the 

easiest one. Once the site has been created it is 

captured and the site image is stored in a database. 

The Database maintains all the images so that it can 

be easily referred for future use (Fig1) 

 

4.3 Phishing Dictionary 

Phishing dictionary [7] is the database 

maintained for image identification. The dictionary 

is the form of storing the information. In phishing 

the dictionary is maintained for storing the images. 

If the image is stored then it is comparatively easy 

to compare the current image with the stored image. 
Once the database have been created whether the 

original site or phishing site have been identified. 

After the identification it is stored in database. The 

phishing dictionary is a very useful one. It is easy to 

identify all the images which are stored. It is very 

hard to check out the URL always but when it is 

stored in a dictionary the process will be still easier 

to predict the images. 

 

4.4 Image Correlation 

An approach to detection of phishing 

webpage based on visual similarity is proposed, 
which can be utilized as a part of an enterprise 

solution for anti-phishing. A legitimate webpage 

owner can use this approach to search the Web for 

suspicious webpage which are visually similar to the 

true webpage. A webpage is reported as a phishing 

suspect if the visual similarity is higher than its 

corresponding preset threshold. Preliminary 

experiments show that the approach can 

successfully detect those phishing webpage for 

online use.Proposal of novel approach for detecting 

visual similarity between two Web pages. The 
proposed approach applies Gestalt theory and 

considers a Web page as a single indivisible entity. 

The concept of super signals, as a realization of 

Gestalt principles, supports our contention that Web 

pages must be treated as indivisible entities. We 

objectify, and directly compare, these indivisible 

super signals using algorithmic complexity theory. 

Here illustrate our approach by applying it to the 

problem of detecting phishing sites.  

 

4.5 Similarity Measurement 

Similarity measurement can be classified 
into intensity-based and feature-based. One of the 

images is referred to as the reference or sourced and 

the second image is referred to as the target or 

sensed involves spatially transforming the target 

image to align with the reference image. Intensity-

based methods compare intensity patterns in images 

via correlation metrics, while feature-based methods 

find correspondence between image features such as 

points, lines, and contours .Intensity-based methods 

register entire images or sub images. If sub images 

are registered, centers of corresponding sub images 
are treated as corresponding feature points. Feature-

based method established correspondence between a 

numbers of points in images. Knowing the 

correspondence between a numbers of points in 

images, a transformation is then determined to map 

the target image to the reference images, thereby 

establishing point-by-point correspondence between 
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the reference and target images. The similarity 

between the images has been calculated.   The 

images from the database and the images from the 

phishing detection have been compared. Finally the 

phishing sites have been identified (Fig1).  

 

2.2.6 Manage Image Database 
Web developers often need to store images, 

sounds, movies, and documents in a database and 

deliver these to users. It allows users to upload and 

retrieve images, but can easily be adapted to storing 

files of any type.  By creating a MySQL database to 

store our uploaded images the database simple: it 

only needs one table that stores the image, a unique 

ID for the image, a short description, the MIME 

type of the image, and a description of the MIME 

type. We can create the database by using the 

MySQL command line monitor and interpreter. 
Later changes in the image were easily updated in 

the database. 

 

 
FIGURE 1 SITE CAPTURING AND SIMILARITY MEASURE

ARCHITECTURAL DESIGN: 
 

The web page is found and white-list filtering is 

done and then they are dcom and enter the login 

form and the phishing detection is started. They are 

moved with the key-word retrieval TF-ID and the  

 

 
other measures are matched automatically if 

matches are true then no errors if they differ the 

page has been attacked. And a reference image is 

also stored and each and everytime the match is 

found with the help of the heuristic image based 

approach   
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Figure 2 WEB DETECTION SYSTEM 
 

 
Figure 3 THE ARCHITECTURAL VIEW OF PHISHING 
 

RESULT: 
Heuristic Based approach can be followed 

in future. The hybrid phish detection method with an 

identity-based detection component and a keywords-

retrieval detection component. The former runs by 

discovering the inconsistency between a page’s true 

identity and its claimed identity, while the latter 

employs well-formulated keywords from the DOM 
and exploits search engines’ crawling, indexing and 

Ranking properties to detect phishing. Experimental 

evaluation over a corpus of 11449 pages in 7 

categories demonstrated the effectiveness of our 

approach, which achieved a true positive rate of 

90.06% with a false positive rate of 1.95%not 

requiring existing phishing signatures and training 

data, our hybrid approach is agile in adapting to 

constantly evolving phish patterns and thus is robust 

over time. 
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In our future works, we plan to adjust 

existing feature extraction methods and feature 

weights, and seek for more relevant features to get a 

better result. Furthermore the method used to collect 

a dataset must be improved. Retrieved dataset 

should be able to use for testing a new algorithm at 

all time and have a large amount of data to guarantee 
that the developed method can be used in a realistic 

manner. 

 

CONCLUSION: 
In this paper, we presented a system that 

combined human-verified blacklists with 

information retrieval and machine learning 

techniques, yielding a probabilistic phish detection 

framework that can quickly adapt to new attacks 

with reasonably good true positive rates and close to 
zero false positive rates. 

Our system exploits the high similarity 

among phishing web pages, a result of the wide use 

of toolkits by criminals. We applied shingling, a 

well-known technique used by search engines for 

web page duplication detection, to label a given web 

page as being similar (or dissimilar) from known 

phish taken from black-lists. To minimize false 

positives, we used two white-lists of legitimate 

domains, as well as altering module which use the 

well-known TF-IDF algorithm and search engine 
queries, to further examine the legitimacy of 

potential phish. 
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