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ABSTRACT

The least significant-bit (LSB) based techniques
are very popular for steganography in spatial
domain. The simplest LSB technique simply
replaces the LSB in the cover image with the bits
from secret information. Further advanced
techniques use some criteria to identify the pixels
in which LSB(s) can be replaced with the bits of
secret information. In DCT based technique
insertion of secret information in carrier depends
on the DCT coefficients. Any DCT coefficient
value above proper threshold is a potential place
for insertion of secret information.

Keywords — LSB replacement, Steganalysis,
Information Security

1. INTRODUCTION

Steganography is a technique of information security
that hides secret information within a normal carrier
media, such as digital image, audio, video, etc. An
unauthorized attempt to detect and extract the hidden
secret information from stego is known as
steganalysis. If any steganalytic algorithm can detect
whether given media is a carrier then the
steganographic algorithm is considered to be broken.
The important requirement for a good steganographic
algorithm is that the stego media should remain
identical to the original carrier media, while keeping
embedding rate as high as possible. In this paper we
consider digital image as carrier and develop a
steganographic algorithm in spatial domain with LSB
replacement based on DCT coefficients of the pixels.

The basic LSB based technique simply replaces the
LSB plane of the carrier image with the bit stream of
secret information. These methods are based on false
assumption that LSB plane of natural images is
random enough, thus are suitable for data hiding.

Such assumption is not always true, especially for
images with more smooth regions.

In this paper, we propose a technique based on Least
Significant Bits replacement considering DCT
coefficient value of pixels. The DCT of carrier image
is obtained then based on proper threshold random
locations are selected. LSBs of these potential
locations in carrier image are replaced with MSBs of
the secret image.

Rest of the paper is arranged as follows. Section Il
gives the details of secret information insertion and
extraction. Section Il presents experimental results
and discussions. Finally, conclusion remarks and
future work are given in section IV.

2. PROPOSED METHOD

In this section, we first present a brief overview of
basic LSB based technique and then will enhance the
selection criteria for potential locations by using DCT
coefficients. Further the embedding and retrieval
process will be explained using image examples.

In basic LSB based technique, the bits from secret
image simply overwrite LSBs, i.e. maximum four
least significant bits of the carrier image, while other
higher order bit planes are preserved. Embedding
data in higher bit planes may sometime results in
visible artifacts in the stego image. It is only because
of image contents and can be avoided by proper
selection of carrier image.

The Discrete Cosine Transform (DCT) transforms the
image from spatial domain to frequency domain. It
separates the image into spectral sub-bands with
respect to its visual quality, i.e. high, middle and low
frequency components.
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In DCT based techniques, DCT coefficients are
obtained for the given carrier image. The secret data
is embedded in the carrier image for DCT
coefficients lower than the threshold value. To avoid
visual distortion, embedding of secret information is
avoided for DCT coefficient value 0.

Insertion and extraction of secret image is an
important part for any steganographic technique.
Algorithm for embedding and retrieval of secret
image along with two assumptions are given here.

2.1 Assumptions

(i) Both parties (sender & receiver) have agreed
on set of carrier image to be used.

(i) The means for exchanging required
parameters is pre decided.

Step 4: Evaluate the Stego Image.
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Figure 3: Original Carrier Image and its histogram
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Figure 1: Trace of Original Secret Image
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Figure 2: Original Secret Image and its histogram
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2.2 Embedding Process

Step 1: Select Carrier Image from the set.
Step 2: Find DCT coefficients of Carrier Image.
Step 3: Traverse through each pixel in Carrier
Image till end of Secret Image.
Step 3.1: If DCT coefficient value is below
threshold then replace LSB(s) with MSB(s) of
pixels in Secret Image.
Step 3.2: Insert 1 at that location in the key
matrix.

Figure 4: Trace of Original Carrier Image

The definition of the two dimensional DCT for an
input image A and output image B is given by:

mZm+1)p w(Zn+1)g

Ef-'l’.‘ = @ply Z Ay COS o cos N
DS ms M—1
Dn<N—1

Where,

p=0,1,2.....M-1andq=0, 1,2.....N-1

[l,l"x"ﬁ, p=10
K =
P 2/M, 1z=psM-1
[ 1/VN, g==0
' —
i Wz/v, 1=g=nN-1

M and N are the row and column size of A,
respectively.

Pixels having DCT coefficient value below threshold
are considered as potential pixels. Here threshold
value is taken as zero and hence the pixels with DCT
coefficient value below zero are used for data hiding.
Such pixels are shown in figure 5.
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22908 638.24 | -1721.8 | 66.751 | -555.96 Key matrix is used to identify the potential pixels in
13619 439.32 | 559.29 | -355.99 | -272.31 the stego image. Once the potential pixels are
1374.2 | -644.06 | 584.7 -186.44 | 336.6 identified the hidden bits of secret image can be
24034.8 | -1151.4 | -1319.9 | 602.86 | 441.9 extracted. A trace of key matrix for the given carrier
-3566.4 | 321.77 | -281.32 | -32.844 | -93.165 image is shown here in figure 6. Here the key matrix
15335 | 783.8 817.64 | -418.57 | -324.64 shows the potential pixels with value 1.

1725.7 | 51.209 | 427.46 | -237.89 | -324.69

160.84 | -404.48 | 9.1509 | -19.127 | 196.23 3. EXPERIMENTAL RESULTS AND
T1018.7 | -334.15 | 633.61 | 42.343 | 272.41 DisCussIoN

45307 | 3445 324.93 | 29556 6.0555 In this section we will present some experimental

results to demonstrate the effectiveness of our
proposed technique. Different jpeg images of
landscapes, people, plants, animals and buildings are
first converted to grayscale and then used for the

2.3 Retrieval Process experiment.

Step 1: Get the Stego Image.
Step 2: Traverse through each pixel in Stego

Figure 5: DCT coefficient values

Potential locations: 24

The resulting stego images with 1, 2 and 4 LSB(s)
replaced with secret data are shown here.

Image till end.
Step 2.1: Check the key matrix for that 111 116 116 116 116
locationgr . 113 118 118 119 119
Step2.2: If it is 1, then extract LSB(s) from 112 71 120 120 121
Stego Image.
Step2.3: Otherwise move on to next pixel. 116 121 12l 121 121
Step 3: Get Estimate of Secret Image. 120 121 121 123 122
121 123 124 127 126
The parameters required on receiver side for retrieval 120 127 128 127 128
ofsee el o G R
i u i i ieri .
(i) Number of bits stgred for secret imagegdata. 124 127 131 131 133
(iii) Size of Secret Image. 126 129 133 131 133
(iv) Key matrix. Figure 7: Trace of Stego Image (1 LSB replaced)
These parameters are transmitted separately through Pixel values changed: 15
pre decided means. They are useful to retrieve the
hidden secret information and without these Cover Image after embedding other Image Histogram
parameters, extraction of secret image from given . P 5000
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Figure 8: Stego Image (1 LSB replaced) and its
histogram

The sample trace of stego image shows the pixels

(highlighted), whose value has been changed due to
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Figure 6: Trace of Key Matrix
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111 116 116 116 116 3.1 Visual Analysis and Image quality

113 118 118 117 119 After embedding the secret image data in the given

113 122 120 123 121 carrier image, the visual features and the image

118 123 122 121 121 quality should remain affordable. Identification of the

123 121 122 121 123 given image_ asa probable carrier_only through s_tu'dy

21 123 194 24 127 of some basic image features or visual characterlstlgs
shows poor performance of steganographic

120 127 128 125 130 algorithm.

123 129 128 125 131

124 124 128 131 133 Figure 3, shows the original carrier image and stego

124 129 133 131 133 images with 1,2 and 4 bits being replaced with data

bits from the secret image are shown in figures 8, 10
and 12. From these figures we can identify that the
Pixel values changed: 20 visual characteristics of original and stego images are
very much similar.

Figure 9: Trace of Stego Image (2 LSBs replaced)

Cover Image after embedding other Image Histogram . )
E—— 00 The basic image features such as size are also not

changing as we are not adding any information but
are replacing the details that are not visible to naked
eyes.
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200 400 600 800 1000 0 R Levels op Embedding capacity is the property of carrier image
to handle maximum possible payload still preserving
its visual features.

Figure 10: Stego Image (2 LSBs replaced) and its

histogram
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Figure 11: Trace of Stego Image (4 LSB replaced) iQUIEF 13: gilace of Recovered Secret Image (
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Figure 12: Stego Image (4 LSBs replaced) and its histogram

histogram
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Here the embedding capacity is based on the number
of potential pixels being identified in the carrier
image. The number of bits we are hiding in each
potential pixel also matters.
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Figure 15: Trace of Recovered Secret Image (All 8
bits)
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Figure 16: Recovered Secret Image (All 8 bits) and
its histogram
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3.3 Statistical analysis

Visual features are easy to preserve but preservation
of statistical features is a bit tough job and requires
proper care while designing a good steganographic
algorithm.

One of the statistical features is the histogram of the
image. The histogram is a plot of gray levels versus
number of pixels in the given image. The bit
replacement technique changes the pixel value
directly and hence affects its histogram also.

Minor variations in the histogram are not easy to
identify without being compared with original image
histogram and hence embedding in LSBs of
randomly selected pixels can go undetected in
absence of access to the original carrier image.

The histogram for the results after embedding 1, 2
and 4 bits in the given carrier image are shown in

figures 8, 10 and 12. We can see that the histograms
does not have much variations compared to the
histogram of original carrier image.

4. CONCLUSION

In this paper, steganographic technique including
LSB replacement in spatial domain based on DCT is
studied. The results for 1, 2 and 4 LSBs replacement
are satisfying the basic requirements for a good
steganographic algorithm.

The strength of proposed technique lies in secrecy of
the parameters that are transmitted separately.
Without knowledge of these parameters it is not
possible to extract the hidden secret image from
given stego image. The possibilities of probable
arrangement with given stego image are high and
hence probability of assuming correct values for
required parameters and thus getting correct pixels
arrangement is very less. The steganalysis methods
will result in random and inappropriate data which is
difficult to arrange in proper and correct format.
Further the technique can be extended for different
types of carrier media such as color image, audio,
video etc.
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