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ABSTRACT 
Automated teller machines (ATMs) are 

well known devices typically used by individuals 

to carry out a variety of personal and business 

financial transactions and/or banking functions. 

ATMs have become very popular with the 

general public for their availability and general 

user friendliness. ATMs are now found in many 

locations having a regular or high volume of 

consumer traffic. Various services and resources 

need protection from unauthorized use. Remote 

authentication is the most commonly used 

method to determine the identity of a remote 

client. This paper investigates a systematic 

approach for authenticating clients by three 

factors, namely password, smart card, and 

biometrics. Biometrics is the identification of 

humans by their characteristics or traits. A 

physiological biometric would identify by one's 

voice, Face, hand print or behaviour. Since 

biometric identifiers are unique to individuals, 

they are more reliable in verifying identity than 

token and knowledge-based methods. 
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I. INTRODUCTION 

In a traditional password authentication 

scheme, a system server has to be able to 

authenticate a remote logon based on identity and 

password. [2] Password authentication protocols 

have two entities that share a password for the basis 
of authentication. Password authentication can be 

categorized into two types: weak-password 

authentication schemes and strong-password 

authentication schemes. strong-password 

authentication protocols have the advantages over 

the weak-password authentication schemes in that 

their computational overhead are lighter, designs are 

simpler, and the implementation are easier in the 

computational environments. 

The security of accounts and passwords has 

always been a concern for the developers and users 
of Unix. When Unix was younger, the password  

 

 

 
encryption algorithm was a simulation of the M-209 

cipher machine used by the U.S. 

It has long been known that all a cracker need do to 

acquire access to a Unix machine is to follow two 

simple steps, namely: 

1) Acquire a copy of that site’s /etc/passwd file, 

either through an unprotected uucp link, well known 

holes in sendmail, or via ftp or tftp 

2) Apply the standard (or a sped-up) version of the 

password encryption algorithm to a collection of 

words, typically /usr/dict/words plus some 

permutations on account and user names and 
compare the encrypted results to those found in the 

purloined /etc/passwd file.[3] 

A SIM card contains a unique serial number  it reads 

the international mobile subscriber identity (IMSI), 

security authentication and ciphering information, 

temporary information related to the local network, a 

list of the services that the user has to  access the  

two  passwords: a personal identification number 

(PIN) for ordinary use and a personal unblocking 

code (PUK) for PIN unlocking. 

 
  Cryptographers  have traditionally analysed 

the security   of ciphers by modelling cryptographic 

algorithms as ideal mathematical objects. A modern 

cipher is conventionally modelled as a black box that 

accepts plaintext inputs and provides cipher text 

outputs. Inside this box, the algorithm maps the 

inputs to the outputs using a predefined function that 

depends on the value of a secret key. The black box 

is described mathematically and formal analysis is 

used to examine the system's security. In a modern 

cipher, an algorithm's security rests solely on the 
concealment of the secret key.[4] Smart cards serves 

ATM cards and mobile phone SIMs, authorization 

cards to provide  high-security identification and 

access-control cards, Smart cards can be used as 

electronic wallets. The smart card chip can be 

"loaded" with funds to pay parking meters and 

vending machines. These Cryptographic protocols 

protect the exchange of money between the smart 

card and the accepting machines. 

. 
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II. FUNCTIONALITY OF SMART CARD 
Smart cards themselves usually are a small 

part of a much more complex system. There are 

usually complex networks of card terminals 

connecting to other backend host computers that 
process the information from transactions occurring 

at the card terminals. Companies investing in this 

infrastructure have a vested interest in standardizing 

the system components to guarantee the longevity of 

the system. Without standards, different 

manufacturers¢  components would not interoperate. 

The smart card systems would not be generally 

accepted because users would be forced to carry 

around many different, non-interoperable smart 

cards. This is an untenable situation for both users 

and manufacturers. [5] 

Smart cards provide computing and 
business systems the enormous benefit of portable 

and secure storage of data and value. At the same 

time, the integration of smart cards into your system 

introduces its own security management issues, as 

people access card data far and wide in a variety of 

applications. 

In a PKI system a Digital Signature verifies 

data at its origination by producing an identity that 

can be mutually verified by all parties involved in 

the transaction. A cryptographic hash algorithm 

produces a Digital Signature. 
 

A. It ensure data privacy, by encrypting data 

B. It ensures data integrity, by recognizing if data 

has been manipulated in an unauthorized way 

C. Ensures data uniqueness by checking that data is 

"original", and not a "copy" of the "original". The 

sender attaches a unique identifier to the "original" 

data. This unique identifier is then checked by the 

receiver of the data. 

 

Smart Card based Protocol provides   three-
factor authentication protocol involves a client C and 

a server S, and consists of five phases. 

3-Factor-Initialization: S generates two system 

parameters PK and SK. PK is published in the 

system, and SK is kept secret by S. An execution of 

this algorithm is denoted by 3-Factor-Initialization 

(k)  (PK, SK), where K is system’s security 

parameter.  

 

3-Factor-Reg: A client C, with an initial password 

PW and biometric characteristics BioData, registers 

on the system by running this interactive protocol 
with the server S. The output of this protocol is a 

smart card SC, which is given to C. An execution of 

this protocol is denoted by 

 

 
 

3-Factor-Login-Auth: This is another interactive 

protocol between the client C and the server S; this 

enables the client to login successfully using PW, 

SC, and BioData. An execution of this protocol is 

denoted by 

 

 
 

The output of this protocol is “1” (if the 

authentication is successful) or “0” (otherwise). 

3-Factor-Password-Changing: This protocol enables 

a client to change his/her password after a successful 

authentication. The data in the smart card will be 

updated accordingly 

 

3-Factor-Biometrics-Changing2: An analogue of 

password- changing is biometrics-changing, namely 

the client can change his/her biometrics used in the 

authentication, e.g., using a different finger or using 
iris instead of finger. While biometrics-changing is 

not supported by previous three-factor authentication 

protocols, we believe it provides the client with 

more flexibility in the authentication. [1] 

 

III. PRINCIPAL OF COMPONENT ANALYSIS 

(PCA) [6]: 
Principal component analysis (PCA) creates 

new variables that consist of uncorrelated, linear 

combinations of the original variables. PCA is used 

to simplify the data structure PCA also known as 

Karhunen Loeve projection. PCA calculates the 

Eigen vectors of the covariance matrix, and projects 

the original data onto a lower dimensional feature 

space, which is defined by Eigen vectors with large 

Eigen values. PCA has been used in face 

representation and recognition where the Eigen 

vectors calculated are referred to as Eigen faces. In 
gel images, even more than in human faces, the 

dimensionality of the original data is vast compared 

to the size of the dataset, suggesting PCA as a useful 

first step in analysis. There are many approaches to 

face recognition ranging from the Principal 

Component Analysis (PCA) approach (also known 

as Eigen faces). Prediction through feature matching. 

The idea of feature selection and point matching has 

been used to track human motion. Eigen faces have 

been used to track human faces. They use a principal 

component analysis approach to store a set of known 
patterns in a compact subspace representation of the 

image space, where the subspace is spanned by the 

Eigen vectors of the training image set. It is one of 

the more successful techniques of face recognition 

and easy to understand and describe using 

mathematics. This method involves using Eigen 

faces [6] 
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IV. FACE RECOGNITION [7]: 
The ability to recognize people by their 

facial characteristics Computers can conduct facial 

database searches and/or perform live, one-to-one or 

one-to-many verifications with unprecedented 
accuracy and split-second processing. Users can be 

granted secure access to their computer, mobile 

devices, or for online e-commerce, simply by 

looking into their Web camera. 

The following details that can be shown  

 Security 

         - Military applications  

  Personal information access 

           -ATM 

           -Home access 

Improved human machine interaction     

Many face verification applications make it 
mandatory to acquire images with the same camera. 

However, some applications, particularly those used 

in law enforcement, allow image acquisition with 

many camera types. This variation has the potential 

to affect algorithm performance as severely as 

changing illumination. But, unlike the effects of 

changing illumination, the effects on performance of 

using multiple camera types have not been 

quantified. [7] 

 

V. FIGURES 
 

      
Fig: 1 It shows the Bank Details 

 

    
Fig: 2 it shows the types of Bank 

 

    

Fig: 3 it shows the administration details 

 

 
Fig:4  User Registration Form   

 

    

Fig:5 Capturing the image   

 

 

 
Fig:6 User Enter the PIN Details   
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Fig:7 Transaction Details  

 

VI. CONCLUSION:  
ALL THE FUNCTIONS OF THE ATM, THE 

AUTHORS ARE NOW CONCENTRATING ON 

DEVELOPING THE INTENTION RECOGNITION, MOBILE 

BASED PROCESSING AND ALERT MODULE. 

This paper presents a novel architecture that 

can be used as a means of interaction between 
mobile phone, ATM machine and a Banking 

application for the purpose of withdrawing cash. The 

proposed design; the secure M-cash withdrawal 

allows the use of mobile phones as a tool of 

interaction and provide flexibility through a robust 

identity management architecture. The first part of 

the architecture is the process of being implemented 

and all the process involved has been analysed and 

justified where possible. 
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