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ABSTRACT

Information security has been one of the most
important aspects in today’s technology driven world.
By encrypting information we can secure information
from unauthorized access, even in case where use has
information he/she can not make out meaning of
message unless they have a key to decrypt information.
We review different techniques to exchange keys
between different computers and try to find best
suitable technique for mobile computers which have
limited processing power and battery capacity while
efficiently working on wireless network.

Keywords — Session Key, Protocols, Mutual
Authentication, User Anonymity, Forward Secrecy

1. INTRODUCTION

As technological advancements are made by
humankind, more and more technology is integrated into
our lives in different ways. We use technology to
communicate, to perform financial transactions, share
personal information over public network etc. We need to
protect the information we have over the public network so
that no one but intended recipient(s) can view the
information. This can be done with encrypting information
in such a way that information can only be meaningful to
recipients who have key to decrypt information.

This paper reviews some of the leading protocols
for key exchange between different parties. This key once
exchanged is used to decrypt information which is
encrypted by sender. We review this paper based on
various parameters. This communication whether it is
financial, medical or personal takes place on public
networks most of the time. These public networks are
highly insecure. So, we study if the protocols are good
enough to be used on public networks. We also check
protocols for any known vulnerabilities and if there are any
variants of protocol which addresses vulnerabilities found
in original protocol. We also check use of nonce and
timestamps as they play important role in identifying
validity of message.

We start this paper with introduction to topic and
then move to describing protocol s and giving out steps of
algorithm to explain how each protocol works. We then
move on to describe the parameters we choose to compare
protocols on and give a brief idea on importance of each
parameter. We compare protocols in next section on each
parameter. We
hen present our findings in a tabular format and in last we
give conclusion based on our findings after reviewing
protocol.

2. PROTOCOL DESCRIPTION

Here we provide brief details on working of
various protocols. Following is table of symbols that we
have used here:

Symbol Description

A Alice’s name

B Bob’s name

EA Encryption with a key Trent shares with
Alice

EB Encryption with a key Trent shares with
Bob

| Index number

K A random session key

L Lifetime

TATB, TS | A timestamp

RA,RB A nonce, chosen by Alice and Bob
respectively

G Ticket granting server

Tablel. Description of symbols used in describing
protocols.

2.1 Wide Mouth Frog protocol

Q The Wide-Mouth Frog protocol [1, 2] is probably

the simplest symmetric key-management protocol that uses

a trusted server. Both Alice and Bob share a secret key

with Trent. The keys are just used for key distribution and

not to encrypt any actual messages between users. Just by
using two messages, Alice transfers a session key to Bob.

Following is list of steps on how this protocol works:

2.1.1  Alice concatenates a timestamp, Bob’s name, and
a random session key and encrypts the whole
message with the key she shares with Trent. She
sends this to Trent, along with her name:
A,EA(TAB,K)

2.1.2  Trent decrypts the message from Alice. Then he
concatenates a new timestamp, Alice’s name, and
the random session key; he encrypts the whole
message with the key he shares with Bob. Trent
sends to Bob: EB(TB,AK)

2.2 Neuman-Stubblebine

This protocol, first presented in [3] and corrected in [4]

attempts to counter the suppress-replay attack. It is an

enhancement to Yahalom.

2.2.1  Alice concatenates her name and a random
number and sends it to Bob. A,RA

2.2.2 Bob concatenates Alice’s name, her random
number, and a timestamp, and encrypts with the
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key he shares with Trent. He sends it to Trent
along with his name and a new random number.

2.2.3  Trent generates a random session key. Then he
creates two messages. The first is Bob’s name,
Alice’s random number, a random session key,
and the timestamp, all encrypted with the key he
shares with Alice. The second is Alice’s name,
the session key, and the timestamp, all encrypted
with the key he shares with Bob. He sends these
both to Alice, along with Bob’s random number.
EA(B,RAK,TB),EA(AK,TB),RB

2.2.4  Alice decrypts the message encrypted with her
key, extracts K, and confirms that RA has the
same value as it did in step (1). Alice sends Bob
two messages. The first is the message received
from Trent, encrypted with Bob’s key. The
second is RB, encrypted with the session key.
EB(AK,TB),EK(RB)

2.2.5 Bob decrypts the message encrypted with his key,
extracts K, and confirms that TB and RB have the
same value they did in step (2.2.2).

2.3 Karbaros Authtentication System[5]

Kerberos is a variant of Needham-Schroeder. In
the basic Kerberos Version 5 protocol, Alice and Bob each
share keys with Trent. Alice wants to generate a session
key for a conversation with Bob. This protocol assumes
that everyone’s clocks are synchronized with Trent’s
clock. Synchronization effect is obtained by synchronizing
clocks to within a few minutes of a secure time server and
detecting replays within the time interval. Following is list
of steps how the protocol works:

2.3.1  Alice sends a message to Trent with her identity
and Bob’s identity. A, B.

2.3.2  Trent generates a message with a timestamp, a
lifetime, L, a random session key, and Alice’s
identity. He encrypts this in the key he shares
with Bob. Then he takes the timestamp, the
lifetime, the session key, and Bob’s identity, and
encrypts these in the key he shares with Alice. He
sends both encrypted messages to Alice.
EA(T,L,K,B),EB(T,L,K,A)

2.3.3  Trent generates a message with a timestamp, a
lifetime, L, a random session key, and Alice’s
identity. He encrypts this in the key he shares
with Bob. Then he takes the timestamp, the
lifetime, the session key, and Bob’s identity, and
Alice’s identity. He encrypts this in the key he
shares with Bob. Then he takes the timestamp, the
lifetime, the session key, and Bob’s identity, and
encrypts these in the key he shares with Alice. He
sends both encrypted messages to Alice.
EA(T,L,K,B),EB(T,L,K,A)

2.3.4  Alice generates a message with her identity and
the timestamp, encrypts it in K, and sends it to
Bob. Alice also sends Bob the message encrypted
in Bob’s key from Trent. EK(A,T),EB(T,L,K,A)

235 Bob creates a message consisting of the
timestamp plus one, encrypts it in K, and sends it
to Alice. EK (T +1).

2.4 Denning Sacco Protocol
This protocol also uses public-key cryptography

[6]. Trent keeps a database of everyone’s public keys.

Following steps explain working of protocol:

2.4.1  Alice sends a message to Trent with her identity
and Bob’s identity: A, B

2.4.2  Trent sends Alice Bob’s public key, KB, signed
with Trent’s private key; T. Trent also sends Alice
her own public key, KA, signed with his private
key. ST (B, KB), ST (A, KA)

2.4.3  Alice sends Bob a random session key and a
timestamp, signed in her private key and
encrypted in Bob’s public key, along with both
signed public keys.
EB(SA(A,B,K,TA)),ST(A KA),ST(B,KB)

244  Bob decrypts Alice’s message with his private
key and then verifies Alice’s signature with her
public key. He checks to make sure that the
timestamp is still valid.

3. COMPARISION CRITERIA

There are many criteria on which key exchange
protocols can be compared. In this paper we have
compared protocols on following criteria: 1) Vulnerability
to attacks 2) Variants available 3) Usage of nonce 4)
Mutual Authentication 5) User Anonymity 6) Security of
session key. Following is the reason of choosing particular
criteria.
3.1 Vulnerability

Vulnerability is one of the criteria on which
session key exchange protocols are evaluated. This
criterion helps in determining loop holes which can be
exploited by attackers to gain control over communication
session by obtaining session key. Usually vulnerability of a
protocol is found out by using it in various situations and
analyzing its response. Examples of vulnerabilities are
reply attacks in Wide Mouth Frog Protocol [7] [8], Parallel
Session Attacks in Neuman-Stubblebine[9][10] and DOS
attacks in Karbaros [11] etc..Analysis of vulnerability
helps protocol designers in determining exact behavior that
causes protocol to fail to provide secure communication
between two parties. This analysis also gives insights on
how to prevent these exploits in future.

3.2 Variants

Once vulnerability is found in protocol and
analyzed, protocol designers address this vulnerability by
introducing new technique or feature or extra bit of
information that prevents attacker from applying known
exploits on this protocol and making protocol secure in
turn. Well known variants of session key protocol includes,
variants of Wide Mouth Frog described by [20], Neuman—
Stubblebine variant described by [9][1] - These variants
may not be proof from wvulnerability and needs to be
checked as original protocols to discover vulnerability if
there are any.

3.3 Usage of nonce
A nonce is an identification of party involved in
communication. Nonce can be a number or any random
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string. When Alice send a nonce encrypting it with public
key of Trent and Trent replies with same nonce encrypted
inside Alice’s private key it confirms to Alice that Trent is
actually trusted party and there is no impersonator
involved. This is important in establishing identity when
two un-trusted parties are about to communicate and want
to make sure that they are communicating with each other
and there is no impersonator involved. Protocols such as
Neuman-Stubblebine, Karbaros and Denning Sacco
Protocol make use of this technique for mutually
authenticating parties involved in communication.

3.4 Mutual Authentication

Mutual authentication is very important property
when communicating on insecure network channels.
Network such as Internet where impersonation is easily
achieved mutual authentication technique is used to make
sure both hosts identify each other before communication
can take place. There are many techniques of mutually
authenticating such as EAP-IKEv2 [13] pseudonym
identity [14], trusted third parties, [15] and nonce.
Protocols such as Needham-Schroeder and Yahalom
provides mutual authentication.

3.5 User Anonymity:

User anonymity refers to be able to communicate
without revealing one’s identity. Reveling identity on
insecure networks such as Internet can be risky as it can be
tracked on Internet. Sharing a session key without
revealing their identity is an important property of session
key exchange protocols. According to [16] anonymity is
said to be achieved when an adversary who are not in
possession of secret key cannot learn the identity of signer
of signature of secret key. Shoup[17] defines anonymity in
the context of the simulation framework for key exchange
security, as opposed to the indistinguishability framework
of, for example, Canetti-Krawczyk [18], which has now
become more commonplace for analyzing key agreement
protocols.

There are two forms of anonymity according to [19]. There
are protocols such as [20], [21], [22], [23] which aim to
provide identity hiding where identity of one party remains
hidden. However identity becomes available by the end of
protocol to peer. There are protocols that have been
suggested by [23], [24] that overcome this problem.

There are also protocols such as [17], [25], [26], [27], [28],
[29] aim to give anonymity where even peer of party does
not learn its long term identity. This property is very
important for practical applications such as TOR [30].

4. PROTOCOL COMPAIRISION
4.1 Wide Mouth Protocol

This protocol was proposed by [1].The wide
mouth frog protocol uses a trusted third party to exchange
key between two parties involved. The third party Trent is
trusted by both Alice and Bob and stores secret keys of
both. Because of involvement of trusted third party in the
communication no party has to send any key in plain text.
A message including key is encrypted from the secret key
of either Alice or Bob.

There are number of small problem with this
protocol. There is a global clock or synchronization

between all three parties is required for this protocol to
function. If Trent trusted third party is compromised then
this protocol cannot guarantee confidentiality of
information. Also, this protocol is stateful. More
functionality is required from server such as in situation
where Bob is not available.

One of the vulnerability of this protocol is assumption that
Alice is competent enough to generate good session keys
[31]. So, if Alice/Bob can use method which can generate
a secure session key using random number then this
protocol is excellent choice to be used in insecure
networks. This might not be case always as random
numbers are not very easy to generate.

This protocol is vulnerable to reply attacks which

are fairly easy to construct as demonstrated by [7][8]. In
[7] Mallory grabs a packet from Bob to Trent and sends it
again EB(T,A,K), or it can grab packet from Alice EA
(T,B,K). If this packet is inside appropriate time window
Mallory can make Trent update time stamp of key K. This
way he can extend life time of K as he wants where as
Alice and Bob will assume that key K has been expired
and has been destroyed by Trent.
In another attack can happen on this protocol if the
duplicate packet reaches Bob from Trent described by [8],
In this case Bob believe that it has two different
connections with Alice but Alice believes that there is only
one active connection. This attack however actually fails
against complete specification of protocol.

There is a variant of this protocol which
overcomes vulnerability of reply attacks by [8]. This
variation uses nonce for mutual authentication between
Alice and Bob. Here Bob can authenticate Alice by
sending message (RB)K. Alice can reply to this message
by (RB)RA)K
Timestamps are used in this protocol to check freshness of
message.

This protocol does not make use of nonce to mutually
authenticate parties. This is just a key exchange protocol,
authentication of the Alice or Bob is out of scope of this
protocol. In this case since mutual authentication is not
possible, identity theft is possible.

User anonymity is possible as none of the parties give their
identity at the time of exchanging messages.

4.2 Neuman-Stubbleine Protocol

According to [32] clocks can get out of
synchronization due to number of reasons. When sender’s
time is ahead then receiver’s time message can be
intercepted by Mallory and can be transmitted later when
timestamp current at receiver’s side. To address this
problem of suppress-reply attack Neuman-Stubblebine
protocol is used.

It was initially developed by [33]. In this protocol
synchronized clocks are not required as the timestamps
carries time of only Bob’s clock that he generated himself.
Another advantage of this protocol is Alice and Bob do not
need Trent to verify their identity to each other using Trent
in case they had communicated within some predetermined
time limit.
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However, this protocol is vulnerable to parallel
session attack using one principle as oracle who will
generate key as demonstrated in [10][9].

In this protocol there is no role for Trent in
providing mutual authentication. Alice only uses message
sent to her by Trent to initiate process of mutual
authentication by sending message (A,K,TB)KB, R’A to
Bob. Bob replies to this message with new nonce and
encrypting Alice’s nonce with session key sent by Alice in
following message R’B, (R’A)K. Once this message
reaches Alice and it verifies nonce it originally sent to Bob
it authenticates Bob’s identity. Alice then can let Bob
authenticate herself by sending message (R’B)K which
when decrypted by Bob authenticates Alice’s identity.
There are number of simple attacks documented on this
protocol. Two such attacks are documented in [9].

In first attack authors uses simplified version of
Yahalom for the first 4 messages where B accepts the
nonce RA has fresh shared key K. In this attack Mallory
poses as Alice and communicates with Bob. It first sends
message to identify itself as Alice with message A,RA. In
next step Bob sends following message to Trent B, (A, RA,
TB)KB, RB. Trent generated session key and sends it in
separate messages to both Bob and Alice. Here, real Alice
ignores the message since | has not previous
communication record with Trent for communication on
this session. Next, Mallory posing as Alice messages to
Bob {A, RA, TB}K, {RB}KA. Mallory also sends second
message to Bob R’A, (A, RA, TB)KB. This message is for
mutual authentication and in reply to this message Bob
sends message R’B, (R’A)RA and thus authenticate
himself to Mallory posing as Alice. Mallory then
successfully authenticate himself as Alice by sending
message (R’B)RA. There is variant described in [9] as well
as correction by authors in [4] which solves this problem.

The second attack concerns with repeated

authentication part assuming that K has been recorded in
previous legitimate run of protocol. This attack on
protocol starts form step 5 of the original protocol. In this
scenario Mallory is posing as Alice for Bob. Mallory sends
message R’A, (A, K, TB) KB to Bob as part of
authentication sequence. Bob replies to this message with
R’B, (R’A)K. Now as part of repeatedly authenticating
Bob, Mallory send message R’B, (A, K, TB)KB. Bob
replies to this message with R”’B, (R’B)K. To this message
Mallory replies (R’B)K. Thus, repeatedly authenticating
Bob as long as it would like to and possibly creating DOS
type of attack.
There is one more documented attack by [34] where
Mallory can get as many ciphers (A, K, TB)KB as he likes
in order to get KB. This attack begins from step 2 of
protocol. Here Mallory is poses as Bob and send this
message to Trent, B, (A, KO, TB)KB, RB. Trent replies to
this message with (B, RB, K1, TB)KA, (A, K1, TB)KB,
RB. Mallory replies to this message by B, (A, K1, TB) KB,
RB again requesting new key K2 from Trent. This cycle
goes on infinitely as long as Mallory would like to
continue.

Timestamps and nonce are used for maintaining
freshness of keys and authentication of both principles.
This protocol also belongs to symmetric key protocol
family.

4.3 Karbaros Authentication System

Karbaros is a variant of Needdham-Schroeder
protocol implemented by MIT for its Athena project. In
this system Alice and Bob shares their private keys with
Trent. This protocol assumes that everyone’s clock is
synchronized [31].

This protocol has several key requirements in
order to operate effectively. The protocol must guarantee
secrecy of secret keys KA and KB. Trent and Alice or Bob
must agree on value and duration of timestamp T’s
Validity. Alice and Bob must agree on values of timestamp
T2. Ticket granting server G and Alice or Bob must agree
on duration of timestamp T2.

It is possible to use DOS attack on karbaros
system as described in [11]. There are many different
versions of Karbaros systems available each version
addresses problem reported in previous versions. Complete
list is available on [5]. Karbaros uses timestamps to check
freshness of message. It also uses nonces to confirm host’s
authenticity. With usage of timestamps and nonce it
overcomes flaws of Denning-Sacco protocol.

4.4 Denning-Sacco Protocol

Denning Sacco protocol was proposed by [6]. It is
modified version of Needham-Schroeder protocol. It
addresses key freshness problem of Needham-Schroeder.
The nonce used in Needham-Schroeder is replaced by
timestamps. The message that bob receives is (K, A, T)
KB. Here, Bob can check timestamp and verify timeliness
message. Since Bob knows message is coming from Alice
it can authenticate Alice to Bob with message (B, K, T, (K,
A, T)) KA. Since this message is encrypted with secret key
of Alice which only Trent and Alice knows, Alice can trust
this message as un altered.

However clock drift and network delays needs to

be considered when taking into account timestamps [31].
As it’s an improvement over Needham-Schroeder protocol
it belongs to same family of symmetric key protocols.
This protocol is subject to multiplicity attack described in
[8]. In this attack after step (I11) where Alice sends Bob the
original packet (K, A, T) KB, this packet is intercepted by
Mallory which keeps sending this packet repeatedly. Bob
has no way to know if this packet is being repeated. Here
Mallory can pose as Alice and Bob will think he is
communicating with  Alice but actually he is
communicating with Bob.

This attack can be overcome by use of nonce
handshake. Here, after step (111) Bob sends a message to
Alice with a nonce (RB)K . To this message Alice decrypts
the message and again encrypts the decrypted message
with shared key K and sends back to Bob.

4, CONCLUSION

We described various protocols used for key
exchange. We also compared on various parameters
important for key exchange protocol.
We found that one of the most difficult problems in
implementation of key exchange protocol is freshness of
message. i.e. clocks may get out of synchronization or
there is no timestamp to check when message was sent. It
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should be made sure that message always contains
sufficient information for checking freshness of message
bound together in protocol execution.

In nonce based protocols, there is nothing that can
help the first time receiver determine its freshness unless
something is provided earlier. Attaching a timestamp with
the original message can solve this problem. If timestamps
are used then also it will be difficult for recipient to
determine if the message is fresh and authenticate in case if
the two messages containing same type of information are
received in a time frame.

We can conclude that this property is difficult to
achieve. Selecting a protocol that fits best for a mobile
computer to exchange key is a trade off. The selection is
dependent on the network in which the mobile computer
will be operated. If the computer is to be operated on in
largely insecure public network such as Wi-FI hot spots
then it is necessary to have mutual authentication feature.
However if the computer is to be used for communication

over internet via mobile service operator it is suggested to
make use of protocol that provides user anonymity as the
communication between the mobile service provider is
between two trusted parties thus removing overhead and
making communication faster

Parameters/Protocols | Used on | Vulnurability | Varients | Mutual User Anonymity |Forward
Insecure Authentication Secrecy
N/W

Wide Mouth Frog Yes Reply Attack | Yes No Yes Yes

Neuman-Stubbleine Yes Reply Attack | Yes Yes No No

Protocol

Karbaros Yes N/A Yes Yes No Yes

Authentication

System

Denning-Sacco Yes Multiplicity Yes Yes No No

Protocol Attack

Table 2: Protocol Comparison
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